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Abstract

This thesis addresses three specific security and privacy issues in wireless networking and
mobile crowdsensing, each targeting a different security or privacy challenge. Specifically, we
study and address (i) the location spoofing attack in time-of-arrival (TOA)-based localization
systems, (ii) the traffic analysis attack in wireless networks, and (iii) privacy-awareness in

mobile crowd sensing (MCS) applications.

First, we study how to detect location spoofing attacks in TOA-based localization systems
and design a generalized likelihood ratio test (GLRT) to detect location spoofing anomalies
in the received TOA delay measurements. Second, we study how to provide privacy for a
communicating source-destination pair and formulate an efficient optimization problem
to select the routing path distribution that minimizes the detection probability of Bayesian
maximum-a-posteriori (MAP) inference (a type of traffic analysis method). We then formulate
linear programs to minimize the expected detection probability of a MAP adversary, subjected
to a privacy budget constraint. We also propose the (k,€)-anonymity privacy constraint for
strict privacy guarantees in wireless networks and formulate a mixed-integer linear program to
minimize the expected routing cost of the path distribution that satisfies the (k,€)-anonymity
privacy constraint. Finally, we study how to improve the utility (in terms of spatial coverage) of
privacy-aware mobile crowd sensing applications and propose a Stackelberg game incentive

mechanism to select the optimal set of participating mobile users.

Key words: location spoofing, Bayesian traffic analysis, k-anonymity, location privacy, incen-

tive mechanism, privacy-aware.
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Chapter 1

Introduction

The research work presented in this thesis revolves around applying mathematical modeling
techniques to address security and privacy concerns in wireless networking and mobile crowd
sensing. In this chapter, we discuss the key motivations, briefly describe the related work, and

highlight the main contributions of the research work done.

Wireless networks are one of today’s most used technologies. Its applications include cellu-
lar networks [1], Wi-Fi [2], wireless sensor networks (WSN) [3-5], wireless mesh networks
(WMN) [6-8], Internet of things (IoT) [9-11], vehicular ad hoc networks (VANET) [12-14],
body area networks (BAN) [15], mobile ad hoc networks (MANET) [16-18] and even wireless
supervisory control and data acquisition (SCADA) [19] systems. Wireless networks have gained
widespread usage as they facilitate convenient access to information, allow user mobility and
provide an ease of deployment compared to its wired counterpart. As applications that rely on
wireless networks continue to proliferate, so will our reliance on them. Hence, the existing list
of security and privacy related vulnerabilities can no longer be ignored. This is particularly
true for corporate, healthcare, governmental, and military networks where it is costly to receive

falsified or spoofed data or leak private information due to malicious attacks.

While there exist many significant attacks that undermine the reliability of wireless networks,
we focus on three specific problems of interest — detecting location spoofing attacks, mitigating
traffic analysis attacks, and facilitating privacy-awareness. In a location spoofing attack,

an adversary deliberately manipulates information in the localization protocol such that it
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appears to be in another location other than its true location. This allows the adversary to
gain an unfair advantage over honest network users. The adversary may also masquerade
as another network user if it is able to spoof its location information [20]. In the scenario
of traffic analysis attacks, it may be possible for an adversary to trace the communications
and mobility patterns of individual network users. This results in major privacy concerns,
which can deter privacy-concerned users from adopting the vulnerable applications [21]. In
addition, the privacy leakages can also cause embarrassment to the system providers and
monetary losses for the network users. As for privacy-aware applications (e.g., mobile crowd
sensing), the system providers can design an incentive mechanism to incentivize privacy-
concerned users to participate in the applications. Since different users may have different
privacy preferences [22], a privacy-aware application should accommodate the different user

privacy preferences to attract user participation and improve its utility.

To summarize, the main goals of the thesis are to secure the wireless systems against location
spoofing attacks, and to address the privacy concerns of the network users. Specifically, the

two goals are divided into three topics that address the following research questions:

Topic 1. How to effectively detect location spoofing attacks in TOA-based localization

systems?

Topic 2. How to effectively mitigate wireless traffic analysis attacks against a powerful global

observer?

Topic 3. How to effectively incentivize mobile smartphone user participation while preserv-

ing their location privacy?

Thesis organization: Chapter 2 discusses the work on detecting location spoofing attacks,
under Topic 1. Chapter 3 and 4 discuss the work on providing privacy for wireless communica-
tions, under Topic 2. Chapter 5 discusses the work on designing a privacy-aware incentive
mechanism for mobile crowd sensing applications, under Topic 3. Finally, the summary and

future work is presented in Chapter 6.



1.1. Location Spoofing in Time-of-arrival-based Localization Systems

Next, we give an introduction on the three considered research topics.

1.1 Location Spoofingin Time-of-arrival-based Localization Systems

We consider the location spoofing detection problem in a wireless network where the network
wants to localize and verify the location of a target node. We assume that the network sink
receives some time-of-arrival (TOA) delay measurements from a target node and the location
verification system uses a detection test to check if the received delay measurements are
spoofed. Many location-based service (LBS) [1,23] and wireless sensor network (WSN) [3, 24,

25] applications rely on the accurate location information to function correctly.

In a typical range-based TOA-based localization scheme [24,26,27], specially deployed anchors
(or reference nodes) are used to estimate the distance of a target node using the TOA delay
measurements. We consider the TOA-based IEEE two-way ranging (TWR) protocol [24,26-28]
where the target node needs to response to the range request packet sent by the anchors.
This enables the anchors to estimate their distances from the target by making use of the

time-of-arrival/time-of-flight information, which we refer to as the TOA delay measurement.

After collecting some TOA delay measurements, the localization system may use the con-
ventional trilateration (or multilateration) method [17, 24, 26] to estimate the target node’s
location. However, a malicious target node may spoof the TOA delay measurements received
by the anchors to influence its distance estimates, which can lead to an incorrect location
estimate. Thus, many location spoofing detection schemes [3,5,12-14, 18,23, 25,29-31] have

been proposed to deal with this threat.

The conventional trilateration method [17, 24, 26] requires at least three or more distance
estimates to localize a target node in two-dimension [5, 18, 27]. Otherwise, there may exist
ambiguity in the location estimate if there are less than three distance estimates. However,
we show that the three or more distance estimates assumption may be relaxed to just two
distance estimates. This is possible as prior works simply ignore the existence of inaudible

anchors, i.e., the inaudible anchors are completely excluded by the trilateration method.
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Our proposed audibility-aware scheme, on the other hand, exploits the implicitly available
audibility information to improve the location estimation process. This in turn leads to an

improved location spoofing detection rate at essentially no additional cost.

Using the concept of audibility, we develop an audibility-aware generalized likelihood ra-
tio test (GLRT) [32] called Enhanced Location Spoofing detection using Audibility (ELSA)
to detect location spoofing attacks. The statistical GLRT hypothesis testing technique is a
well-recognized approach in the field of statistical signal processing. The GLRT can be used to
distinguish between the received TOA delay measurements from an honest and the received
measurements from a malicious target. We consider the TOA-based localization system as it is
widely used (e.g., in global positioning system (GPS)) and provides the best localization accu-
racy (e.g., in the range of centimeters for ultra-wide band (UWB) devices [26,33]) compared to
other range-based (e.g., received signal strength (RSS)) and range-free approaches [34]. We
consider GPS-denied indoor or urban environments where the GPS measurements are not
readily available [27]. We then show that the proposed ELSA significantly outperforms the

conventional non-audibility-aware TOA-based approaches in terms of detection rate.

Unlike typical wireless network deployments, the anchors in an IoT environment can be
low-cost tags or devices due to their scalability. As such, these limited capability tags do not
output any RSS readings. Despite this, our approach is well suited for these scenarios as it
derives the implicit audibility information from the received TOA delay measurements. Our
approach is also compatible with existing infrastructure-based TOA ranging schemes and does
not require additional cryptographic operations or message exchanges between the anchors
and the target. To the best of our knowledge, this is the first attempt to incorporate audibility

information for location spoofing detection in TOA-based localization systems.

1.2 Traffic Analysis Attacks in Wireless Networks

We consider the privacy-preserving routing problem in a wireless network where there exists

an adversary who is able to observe all the transmission activities in the entire network.
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We assume an adversary that uses a Bayesian traffic analysis method (i.e., the maximum-
a-posteriori (MAP) inference method) to identify the communicating source-destination

pair.

Wireless networks are vulnerable to traffic analysis attacks [35-41] that seek to infer contextual
information [40, 42, 43] of the communicating parties (e.g., source-destination identities)
from the observed traffic patterns. More worryingly, they are easily executed without raising
suspicions in a wireless network as the wireless node transmissions can be passively and
stealthy sniffed. Hence, extensive research efforts have been invested in mitigating traffic
analysis attacks in wireless networks. A malicious adversary may be interested in learning who
is talking to who, at what time intervals, and the duration of the communications in order to
infer some other more significant information. For example, an adversary may be interested in
determining the period of time a home user is away from home, or determining whether there
are unusual activities in a military network, or the adversary may want to track the location

and identity of a particular health care patient.

Wireless traffic analysis attacks are different from the conventional cryptographic-based
attacks commonly encountered in wired networks. The simple use of cryptography, e.g.,
encryption alone is insufficient to deter traffic analysis attacks in wireless networks. This
is because even if the transmitted information is encrypted, contextual information such
as the locations of the source and destination nodes can still be easily inferred from the
communication traffic patterns. Typical traffic analysis techniques exploit features such as
packet timings [38], packet sizes [44] or packet counts [45] to correlate traffic patterns and
compromise user privacy. More advanced traffic analysis techniques include the information

theoretic [46] and Bayesian [47] analysis methods, which we focus our attention on.

The most common approaches to mitigate traffic analysis attempts are to: (i) change the
physical appearance of each packet at every hop via hop-by-hop encryptions [38, 48, 49],
(ii) introduce transmission delays at each transmission hop [36,50] to decorrelate the com-

munication flows, or (iii) introduce dummy traffic [37, 39, 43, 45, 51-53] to obfuscate the
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communication patterns. However, the first two approaches may not be desirable for low-cost
or battery-powered wireless networks, e.g., wireless sensor networks as (i) the low-cost nodes
may not be able to afford using the computationally expensive encryption operations at each
hop, and (ii) introducing delays at each intermediate node may not be effective when there is

little traffic in the network.

Therefore, we use the dummy traffic approach with probabilistic routing to provide privacy
by lowering the adversary’s detection rate. Specifically, we consider an adversary that uses
the Bayesian maximume-a-posteriori (MAP) inference method and focus on hiding the source-
destination identities (or unlinkability [37, 38, 54]) of each communication. We consider a
powerful global adversary that is able to observe node transmissions from the entire network
and show that its optimal detection strategy is the MAP estimation method. However, the
caveat in using dummy traffic is that it impairs network throughput and other vital network
resources. Hence, there is a tradeoff between the amount of additional privacy provided and
the amound of additional overhead incurred. To achieve the maximum privacy for a specified
overhead constraint, we propose the Optimal Privacy Enhancing Routing Algorithm (OPERA),
which uses linear programs (LP) to compute the optimal routing path distribution that mini-
mizes the adversary’s detection probability. We show via simulations that our proposed OPERA
is significantly better (in terms of lower adversary detection probabilities) than the Uniform
and Greedy heuristics, the baseline sink simulation and backbone flooding schemes, and the

mutual information minimization scheme.

We also introduce the (k, €)-anonymity property for strict privacy guarantees, which provides a
different interpretation of privacy. Next, we formulate a mixed-integer linear program (MILP)
to optimize the minimum-cost routing path distributions that achieves the (k,€)-anonymity
property. The (k,€)-anonymity property is a “hard” constraint that guarantees privacy for
each source-destination pair, i.e., the true source-destination pair is safely hidden among a
set of (k — 1) or more other distinct source-destination pairs where each pair is just as likely
to be the true source-destination pair. Finally, we studied the two different interpretations

of privacy (minimizing the adversary’s detection rate or achieving (k,€)-anonymity) and
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examined their differences under various network topologies. To the best of our knowledge,
this is the first work that addresses the privacy-utility tradeoff problem in wireless routing via
a statistical decision-making framework that considers a powerful MAP adversary with global

observability.

1.3 Incentive Mechanisms for Privacy-aware Mobile Crowd Sensing

Applications

We consider the privacy-aware incentive problem for mobile crowd sensing (MCS) applications.
The mobile crowd sensing platform [55] is an emerging sensing paradigm in the age of Internet
of Things (IoT) that replaces the fixed sensing infrastructure (e.g., wireless sensor network
(WSN)) and removes its deployment and maintenance costs. The sensing platform can entice
the large number of existing mobile smartphone users to contribute sensing data, which are
easily obtained via the available sensors built into their smartphones. This allows the sensing
platform to estimate some statistics of a spatial event or to conduct spatial regression to predict
the sensing data for regions where there are no available data. However, the sensing platform
must first design an appropriate incentive mechanism to encourage user participation, e.g.,
via monetary rewards. More importantly, the sensing platform has to accommodate the

individual privacy preferences of privacy-sensitive users.

We consider mobile crowd sensing applications designed for spatial monitoring such as those
used for traffic monitoring [56], earthquake detection [57] or noise monitoring [58]. These
applications will benefit greatly if the coverage area of their dataset is maximized. Hence,
improving the spatial coverage of the collected dataset should be one of the main objectives
of an incentive mechanism used by spatial monitoring applications. Additionally, current
privacy-preserving works such as [22,59, 60] have attempted to address the user location
privacy problem in the crowd sensing domain. This is because the privacy issues can easily
deter potential users from participating, which in turn reduces the amount of potential data

available to the mobile crowd sensing platform.
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The location privacy problem has not been fully addressed as existing privacy-preserving
schemes that offer location privacy via location or data perturbation are not directly appli-
cable to crowd sensing applications that require specific and true (un-perturbed) location
information. For example, it would be unacceptable for a traffic monitoring application if
there was a traffic congestion in road X, but due to location or data perturbation, another road
Y or a non-congested status was reported respectively. Thus, it is vital for incentive models to

address the spatial coverage and location privacy issues concurrently.

An appropriate incentive mechanism to model the hierarchical relationship between the
crowdsourcer and the smartphone users is the Stackelberg (leader-follower) game model used
in [61-63]. In the Stackelberg model, the crowdsourcer (leader) commits a reward strategy
that is observed by the smartphone users (followers) who then strategize the amount of data
to sell to the crowdsourcer. However, existing Stackelberg incentive models buy data from
users independently of their physical locations [64] and do not attempt to improve the spatial
coverage of the collected dataset. This limits the utility of the collected dataset, especially for

spatial regression purposes.

We propose a privacy-aware Stackelberg incentive model that improves the spatial coverage
of the collected dataset. Our proposed model is privacy-aware, in that it allows privacy-
sensitive users to submit coarse-grained (or quantized) location information which could still
be useful to the crowdsourcer. We then study the properties of the proposed Stackelberg
game analytically and present efficient algorithmic solutions for the privacy-aware incentive
problem. Our proposed model does not require a trusted third party for privacy and can
protect users against a crowdsourcer who cannot be trusted to anonymize the smartphone
users’ location information. We show via simulations that our proposed model is superior to

two other incentive schemes that maximize a different coverage metric.
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Detecting Location Spoofing in Time-

of-arrival-based Localization Systems

We consider the location spoofing detection problem in a wireless network where the network
sink receives some time-of-arrival (TOA) delay measurements from a target node and uses
a detection test to check if the received delay measurements are spoofed. This problem is
challenging because the network may only have a small sample of delay measurements to work
with. Hence, some works like [13] and [25] make special assumptions such as the existence of
hidden anchors to improve the detection rate of the location verification system. Different
from these works, we exploit the implicitly available audibility information and formulate a
statistical generalized likelihood ratio test (GLRT) to detect the location spoofing attacks. By

doing so, we do not require any changes to existing localization systems.

2.1 Introduction to Location Spoofing

In the considered TOA-based localization systems [25, 66, 67], the trilateration (or multilatera-
tion) technique [17,24] is commonly used to fuse three or more range-based measurements
to localize a target node. The range-based measurements are collected by specially deployed
anchors (or reference nodes). A location spoofing adversary can easily mislead the localiza-
tion system by manipulating the range-based measurements. In the considered TOA-based

localization system, the received range-based measurements are the delay (or time of flight)

The material in this chapter was presented in part in [65].
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duration for a wireless packet to travel from the target node to the anchor. Hence, the adversar-
ial target node can introduce an additional delay before sending a TOA ranging packet to trick
the anchor into believing that the target node is located further away (from its true location).

This may cause its estimated location to be different from its actual location.

2.1.1 Contributions

To the best of our knowledge, this is the first attempt to model and incorporate audibility
information to improve location spoofing detection using a statistical approach based on the

missing-not-at-random (MINAR) [68] concept (explained in Section 2.3).

The key contributions of this work can be summarized as follows:

* We introduce the notion of audibility and develop a audibility-aware framework to

improve the location estimate of a target node.

* We design an algorithm called Enhanced Location Spoofing Detection Using Audibility
(ELSA), which uses an audibility-aware GLRT to detect location spoofing attacks, and
prove that it has better detection performance than the conventional non-audibility-

aware GLRT.

* We verify the efficacy of ELSA compared to the conventional non-audibility-aware GLRT

using both extensive simulations and a real-world experimental dataset.

2.1.2 Notation

We use the following notation in this chapter. Uppercase letters denote random variables and
the corresponding lowercase letters their realizations, and bold letters represent vectors. With
a slight abuse of notation, we use lowercase p(x) to represent both the probability density

function (pdf) and probability mass function (pmf), and uppercase P(“event”) to represent

-w?
the probability of an event. The normal pdfis represented by N (x; u, 0?) = #2716_ 207 ,and
2
the standard normal cumulative distribution function (cdf) by ®(x) = \/%71 S e zdt. Lastly,

10
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we use 1 (-) to denote the indicator function which equals one if its argument () is true, and

zero otherwise.

The table of notation used in this chapter can be found in Table 2.1.

Table 2.1: Notation.

x; location of the i anchor.

© location of a target node.

t; delay measurement received by anchor i.
W; received time delay error where W; ~ N0, U%/V).

P; mean received power of target’s signal at anchor i.

€; received power error where ¢; ~ N (0, Ug).

r; indicator value that depends on the whether the anchor i

receives a delay measurement from the target node [see 2.4].

v, signal propagation speed.

n  threshold for the proposed GLRT.

To improve the presentation of the chapter, we present all the lengthy proofs (that occupy

more than a page) in Section 2.8.

2.2 Related Work

Location verification schemes have mainly rely on either the TOA or RSS range-based ap-
proaches to estimate and verify the location of a target node. In range-based approaches,
deterministic geometrical boundaries are often used to decide whether to accept or reject
location claim of a target node. For example, Vora et al. [69] adopted a geometric approach
to detect location spoofing attacks. The authors defined two boundaries for determining
acceptance (circular zone) and rejection (polygonal zone) of location claims. All target nodes
are assumed to be audible within a circular acceptance zone. However, such deterministic
methods do not account for the variance of the naturally occurring observation noise in the

received measurements and can introduce false alarms when the observation noise is large.

Several works have relied on cryptographic security protocols and message exchanges to
detect location spoofing attacks. For example, the work in [1] proposed a framework for

using special witness nodes to validate the location of targets via a cryptographic asserted

11
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location proof protocol. The protocol allows the witness nodes to verify their distances to
the target, hence preventing any location spoofing. Next, the work in [18] proposed a similar
but distributed cooperative witnesses protocol to verify a target’s location through a series of
message exchanges. Likewise, the work in [3] proposed a verification method to check if the
target lies within a claimed region and whether the claimed location exceeds a reasonable
bound. Distance bounding protocols (e.g., [31,70]) have also been proposed to verify that a
target is located within a geometric region from the anchors. This is achieved by a sequence of
message exchanges, each containing a random nonce used to bound the distance between the
target and the anchors. It is assumed that the target node is in the audible range of the anchors
in order to receive the random nonces. However, these works do not statistically model the
received TOA measurements, which can introduce false alarms due to the naturally occurring

observation noise.

To further improve the location spoofing detection rate, the work in [13] assumed the existence
of anonymous beacons to allow the localization system to verify a target’s location. Capkun et
al. [25] further assumed hidden and mobile anchors (i.e., the anchors’ locations are not known
to the adversary) to verify the location of target nodes via a simple challenge-response protocol.
Interestingly, Basilico et al. [5] modeled the location verification problem as a game-theoretic
non-cooperative two-player game between the anchors and the malicious target to compute

the best location to place the anchors.

Different from the above works, the works in [12, 14,23, 67] use the likelihood ratio test (LRT)
approach to verify the target’s location in RSS-based localization systems. The authors showed
that the LRT approach results in the optimal decision rule for the location verification problem.
We adopt the a similar LRT framework for our TOA-based location verification problem and
also tackle the additional challenge of having the anchors localize the target themselves in
contrast to the prior works, which assume that the LRT test has knowledge of the target’s
location. Furthermore, we exploit the audibility information in our detection test to improve

the location spoofing detection rate.

12
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Figure 2.1: Illustration of a location spoofing attack.

2.3 Motivating Example For Proposed Audibility Framework

Before going into the details, we first illustrate with an example of the location spoofing attack
and how audibility can be exploited to detect the attacks. Shown in Fig. 2.1 is a room with four
anchors (Al, A2, A3, A4), each in the four corners. Suppose that a malicious target node at
the left side of the room (denoted by the circle) is in the audible range of two anchors Al and
A2. The target node aims to spoof its location such that it appears (to the location verification

system) at the other side of the room (marked with a cross).

If the target is controlled by an adversary, it can add additional delays to increase its TOA delay
measurement [4,5,17,29, 31,70, 71], and hence increase the estimated distance from itself
to the two anchors Al and A2. Otherwise, an external adversary may also selectively jam the
wireless channel [72-74] to introduce additional delays to the TOA delay measurements. Note
that in actual scenarios, the location estimate may be a small region of equally likely points
(see Fig. 2.3) instead of an exact location point as shown in Fig. 2.1 but the concept remains

the same. The adversary model is explained in greater detail in Section 2.4.4.

Using the conventional non-audibility-aware approaches, the location verification system
will not be able to detect the location spoofing attack as there are insufficient contradictory
information to raise suspicions. However, using the additional implicitly available audibility

information as input, it is now unlikely that the target is located at the cross since it is not

13
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in the range of the two anchors A3 and A4 at the right side of the room. With the audibility
information considered, we are able to detect the location spoofing attack. This is the main

idea behind our proposed audibility-aware framework.

We also statistically model the received TOA and RSS measurements, which generalizes the
geometric-based location spoofing detection approach [69] by accounting for the naturally
occurring observation noise via a Gaussian noise term [see (2.1)] W; ~ N (0, (T%/V). The conven-
tional geometric-based approach is therefore a special case of our model where W; ~ N/ (0,0).
Therefore, our stochastic model provides a better representation of the real-world wireless con-
ditions by quantifying the probability of being audible and we also account for the naturally

occurring observation noise.

Next, we give an example of how audibility aids in location estimation.

2.3.1 Example: How Audibility Aids in Estimation

Using the conventional trilateration technique [17,24, 26] (without utilizing audibility infor-
mation), we need distance estimates from at least three different non-collinear anchors to
localize a target node. Otherwise, there may exist ambiguity when there are only two delay

estimates. This can be explained with the aid of Figs. 2.2 and 2.3.

Fig. 2.2 shows the likelihood heatmap of the target’s location (under the MAP estimation
approach in (2.10)) when information from a single anchor is used. The regions with higher
probabilities for the target’s location are represented by red. Note that the bottom-right anchor
does not receive any delay measurement (not audible) from the target. With only distance
estimates from two anchors, the target node may be equally likely to be at two separate regions

as seen from the likelihood heat map shown in Fig. 2.3a.

The ambiguity in the location estimate can be significantly reduced when we incorporate the
audibility information (see Fig. 2.3b). The bottom-right region that has high probability is

now unlikely since there exists a nearby bottom-right anchor that does not receive any delay

14
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Figure 2.2: Log-likelihood heat map for the location of a target using information from a single
anchor.

measurement (not audible). Hence, by taking advantage of the “missing delay measurements”
or the inaudibility information, we are able to relax the fundamental three distance estimates
assumption of the trilateration technique without using any additional hardware or message
exchanges. This leads to an improved accuracy of the TOA localization algorithm at no extra

cost since the audibility information is implicitly available to the anchors.

The audibility information can be exploited because the missing delay measurements are
missing not at random (MNAR) as termed by Rubin in his seminal work in [68] where he
developed a statistical framework to account for missing data. To put it differently, the miss-

ing measurements are due to the inaudibility of the target. Hence, even the missing delay
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Figure 2.3: Log-likelihood heat map for the location of a target with three anchors (of which
two are audible).

measurements can provide additional information on the target’s location.

2.4 System Model

In this section, we formally define audibility and describe our connectivity, network, and
adversary models. We also provide a brief intoduction on the TOA-based two-way ranging
(TWR) distance estimation protocol in Section 2.4.2. Recall that our goal is to design a location

spoofing detection test for localization systems using the TWR protocol.
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2.4.1 Connectivity Model
We now define audibility and the assumed power loss model.

In order for two nodes A and B to communicate with each other, the transmitted signals should
be audible to the other party, i.e., A should be audible to B and vice versa. This is modeled as

the widely used power loss model [75] given in Definition 2.1.

Definition 2.1 (Power loss model). The received signal power by a node A located at © 4 =

[xA yD] from a signal sent by node B which is located at ©p = [xB) yB)] is given by

d(A,B)
0

Pp=Pr— 10alog

+€,

where Pr is the transmitted power by node B, « is the path-loss exponent,

d(AB):= \/ (X — xB))? 4 (YA — B is the Euclidean distance between nodes A and B, dy

is a reference distance and e " N (0,02) represents the shadowing effect.

If node B is able to receive signals transmitted by node A, then the former is said to be to be

audible. More formally, we define audibility in Definition 2.2.

Definition 2.2 (Audibility). Node B is said to be audible to node A if

d(A,B)
_
0

Pp=Pr—-10alog e=A,

where A is a pre-defined threshold representing the receiver’s sensitivity.

2.4.2 Preliminaries: Two-Way Ranging Distance Estimation Protocol

The TWR protocol is a time-of-arrival (TOA)/time-of-flight (TOF) range-based method speci-
fied in the IEEE 802.15.4a standard [76]. It is a popular distance estimation method especially
in small low-cost UWB devices. The TWR protocol allows two devices to estimate their
distances from each other via the TOA delay measurements without needing any time syn-

chronization. Suppose that one device is the anchor while the other device is the target node.
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Figure 2.4: Message exchange of the TWR distance estimation protocol [76].

In the two-way ranging (TWR) protocol (see Fig. 2.4), the anchor first sends a range request
packet to the target. The target then waits for some known time period feply before sending a
response packet back to the anchor. The value of #epy is assumed to be known to both devices.
Assuming that there are no measurement errors, the anchor is able to obtain the round trip
time of the two packets f.,ung by subtracting the time it first sent a request packet from the

time it received the response packet. Since packet round trip time

Iround = 2 X tpropagation + treply;

. . . tround — Ire
the value of the packet propagation delay can be determined using #propagation = %

Subsequently, the distance between the target and the anchor can be computed as follows:

d(target,anchor) = fpropagation X Up,

where v), is the signal propagation speed. No time synchronization between the two devices is
required in the TWR protocol as the anchor uses its local clock information to infer distance.
This advantage enables the protocol to be used even with low cost RFID tags where time
synchronization is not possible [77]. With sufficient range-based distance estimates, we are

able to localize a target using the trilateration or multilateration techniques [17,24].
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Figure 2.5: System model with a target, multiple anchors, and a fusion center.

2.4.3 Network Model

We consider a scenario where a fusion center (or the network sink) receives some TOA delay
measurements from its anchors (also known as reference nodes) and fuses the measurements
to verify a target node’s location (see Fig. 2.5). The proposed detection test can either be

implemented at the fusion center or implemented at a backend server.

We make the following assumptions:

1. Assume a wireless network with 7 static anchors where the location of the i*" anchor is
denoted by

X; = [x; yil,

where its 2D coordinates {x;, y;} € Rfor {i = 1,..., n}.

2. The location of the unlocalized target node is denoted by

O = [xp ysl,

where its 2D coordinates {xg, y9} € R. Depending on the deployment scenario, we
assume that there is a prior p(®) for the target node. A uniform prior can be assigned if

the target is equally likely to exist anywhere in the considered region.
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3. We consider a scenario where the TWR protocol [76] is used. Each anchor i in the
communication range of the target node will receive a delay measurement [24] which

can be represented by:

d(©,x;)
ti = + Wi, 2.1)

Up

where d(x;,x;) is the Euclidean distance between two locations x;,x; and is given by

dixi,x) =/ (x; = x))2 + (i = y))?, 2.2)

vy, is the signal propagation speed and W; iLd. N(0, O'%V) is the time delay error.

4. We assume that each anchor i in the communication range of the target node will receive
a signal with a mean received power P; (or received signal strength (RSS)) that is equal
or higher than the minimum signal receiving threshold 1. We use the widely accepted

log-normal propagation model [24] to estimate the received power of the signal:

d(©,x;)
—+
0

P;(dBm) = P;(dBm) — 10alog €i=A, (2.3)

where P; is the received power from the transmitter at a reference distance dy (typically

1 meter), « is the path loss exponent, and €; Ll pr (0,02) is the received power error.

5. If an anchor i does not receive any signal from the target node, we assume that the
received signal has a received power P; that is less than the minimum signal receiving

threshold A, i.e., P; < A.

6. We let r; be an indicator variable that depends on the whether the anchor i receives a

delay measurement from the target node [see 2.3]:

1 ifP;=A,
ri= (2.4)

0 otherwise.
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Figure 2.6: TOA delay measurements (from real-world dataset [78]) as a function of distance
between two nodes.
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Figure 2.7: RSS measurements (from real-world dataset [78]) as a function of distance between
two nodes.

Empirical Support for Chosen TOA and RSS Models

Our chosen TOA and RSS models in (2.1) and (2.3) respectively are supported by the experimen-
tal measurements obtained from a real-world dataset [78]. The TOA and RSS measurements
are plotted in Figs. 2.6 and 2.7. As seen from the figures, the zero mean Gaussian noise and lin-
earity assumptions are reasonable and provide good representation of the actual experimental
data. A Kolmogorov-Smirov (KS) test was also used in [78] to conclude that the Gaussian

assumption is valid under a 0.05 significance level.
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2.4.4 Adversary Model

We consider both the internal and external adversaries whose main goal is to significantly
perturb a target’s perceived location by the fusion center ® from its true location ® by manip-
ulating the response time of the target, thus affecting the TOA delay measurements received by
the anchors as discussed in our motivating example in Section 2.3. Recall from Section 2.4.3
that the delay measurement received at the i‘" anchor in a non-adversarial environment is
given by:

_ da(0,x;) W

i 2
Up

A malicious target can spoof its location by adding a delay §; before replying a TWR request

message such that the received delay measurement becomes:

_d(©,x;)

Up

+W;+6;, (2.5)

i

iid.
where we assume 8; "~ N (u5,05).

The malicious target can insert the delay at point A (as shown in Fig. 2.4) in the TWR protocol
while a malicious anchor may insert the delay at point B. The malicious target may fool the
anchors by appearing to be closer or further from them. This scenario is accounted by the i.i.d.
Gaussian noise model in (2.5). A positive adversarial delay will fool an anchor into believing
that the target is further away from its actual position while a negative adversarial delay will
make the target appear nearer to the anchor than it really is. The Gaussian model is used for
analytical convenience and it accounts for both the adversarial distance enlargement and

distance reduction attacks [79].
Since the distance estimate computed by an anchor i is equivalent to:

da(o,x;)

Up

d(©,x;) = tiv, = + Wi +8; | vp, (2.6)

where v, > 0, depending on the carrier frequency, a small value of delay §; (e.g., 1079s) is
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sufficient to result in a large difference in the estimated distance (approximately 12.5cm, in
the case of 2.4 GHz radio waves). An external adversary (who cannot compromise nodes) may
also increase the delay measurement by some 4 ;, which may not necessarily be non-negative

by attacking the PHY layer [70].

2.5 ELSA: Enhanced Location Spoofing Detection Using Audibility

We present the location spoofing detection algorithm called Enhanced Location Spoofing
Detection Using Audibility (ELSA), which uses both the TOA delay measurements and the
implicitly available audibility information to verify that a target is not spoofing its delay

measurements.

The proposed ELSA can be implemented at the fusion center, independent of the protocols
used between the anchors and targets (see Fig. 2.5) for data communications, authentication,
network registration, etc. The fusion center receives the TOA delay measurements from
the anchors directly or via a network sink and does not require any changes to existing
legacy IoT systems. This allows compatibility with existing TWR systems. Therefore, the
proposed detection test is flexible enough to be used in both scenarios with low power, low-

computational power IoT devices and scenarios with high computational-power IoT devices.

2.5.1 Problem Formulation: Optimal Detection Test

One approach to verify that the received TOA delay measurements were not spoofed is to con-
struct a binary hypothesis test to compare the likelihood of the received measurements. The
well-known likelihood ratio test (LRT) which is a generalization of the optimal test (justified by
the Neyman-Pearson lemma [32, 80]) can be used to detect location spoofing attacks under
the two hypotheses:

Ho : no location spoofing

‘H, :location spoofing attempt. 2.7
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The LRT is commonly used for signal detection and estimation when the signal is corrupted
by white Gaussian noise. It can also be applied to our location spoofing detection test. The

LRT can be formulated as:
prH,) T

Alt,r) 2 ——~ ,
&0 = ey

(2.8)

where the bold letters t and r represents a vector of n observations t = [#},...,t;] and r =

[ry,...,Ty] respectively, and 7 is a chosen threshold.

Under the Neyman-Pearson lemma [32, 80], the LRT is the most powerful test at each sig-
nificance level a (false alarm) for a threshold n where p(A(t,r) > n|Ho) = a. The functions
p(tx|Hp) and p(t,r|H,) represent the likelihood functions for the null hypothesis Hy and

alternative hypothesis H; respectively.

The LRT for the conventional non-audibility-aware approach excludes the audibility terms:

Hy

2 plHy
A= S, 21

Ho

The likelihood functions of the audibility-aware LRT can be decomposed into:

ptx|H ) pr(t,l‘lG),Hj)P(@IHj)d@

=fp(tlr,G,Hj)p(rlG),%j)p(@IHj)d®.

However, a closed-form solution to the above integral is intractable due to the non-linear

relationship in p(t, r|®, H ;). Hence, we replace the unknown parameters © with the maximum-

Hj

a-posteriori (MAP) estimate @M AP

If we treat © as an unknown random variable, the resulting

test will be the generalized likelihood ratio test (GLRT) [32,80]) given by:

. PLIH;, 004 ) i

A(t)r) — ~ < T’) (2-9)
p(tyrr}-[();@mp) HO

M

where we approximate p(t,r|# ;) with the MAP estimate @M AP*

Next, we first derive the MAP estimator for @ﬁgp required in (2.9). Subsequently, we substitute
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the expression for the MAP estimator into the likelihood function p(t,r|H j, @mp) and derive
the likelihood function under the null and alternative hypotheses. With the expressions for
the two likelihood functions, we are able to derive the GLRT test statistic used in our proposed

ELSA Algorithm (see Algorithm 2.1).

2.5.2 Derivation of MAP Estimate

Assuming that we have prior knowledge of ©, the MAP estimate [81] for the target’s location is
given by:
ot _
Opap = argmgxp(@lt,r,?—[j)
= argm(gtxl)(t,rl@,Hj)p(GlHj)
= argm(slxp(tlr,@,Hj)p(rIG),Hj)P(9|Hj)
n
= argm@axl_[ [p(tilri,G),Hj)]l(ri =D+1(r; = 0)]P(Ti|®,7{j)]9(®|7'lj)
i=1

n
= argm(;xxz [logp(tilri,&?{j)]l(ri =1) +logp(ri|®,7-[j)] +logp(BIH ;)
i=1

1 d(O,x;
=argmax )_logN (t;; ©,x)
© i3 Up

+8;,05)1(ri = 1)

n
+ ;logP(ri =110, H)1(r; = 1)+ P(r; =010, H)1(r; = 0) +log p(OIH;).  (2.10)

The indicator function 1(-) ensures that the product term is non-zero when no delay mea-
surements are received. We took the log of the likelihood function since it can potentially
speed up the computation time as small likelihood values may cause numerical issues for
the solver. Since the log is a monotonically increasing function, the point that maximizes the
log-likelihood function will also maximum the likelihood function. If no prior knowledge of ©

is available, then a uniform prior may be used instead.

The probability of an anchor i receiving a signal with a RSS value that is greater or equal to the

25



Chapter 2. Detecting Location Spoofing in Time-of-arrival-based Localization Systems

minimum signal receiving threshold A is given by:

o,
P(r;=1]0) = f N(ri; Pr - 10alog & X'),ag)dri
0

A—P;+10alog &2 d@x’
=1-® .

(2.11)
O¢

On the other hand, the probability of an anchor i not receiving a delay measurement is given

by:
P(r; =0|0) = f N (ri; Py —10alog de, ’),ag)dri
O
A— Pt+10alogd(exl
- ) (2.12)
O¢

2.5.3 Derivation of Likelihood Function

With the MAP estimate derived, we now proceed to derive the likelihood function required by

the GLRT. The generalized likelihood function can be expressed as:

pltrIH;,00,) = pitie, H,;, 000 I p(H ;0.0 )
n ae., ’ x;)
= 1T Wiy Eoman XD
i=1

Up

,oiv)ll(r,-zl)w(r,-:m]

n

<T] [P(ri = 1B )Ly = 1) + p(r; = 01O ) 1(r; = 0)
i=1

~H
n doe,’ x;)
=] |V —22 62 )1 = 1) + 1(r; = 0)
i=1 Up
(@Hf X;) (@Hf X;)
n A =P+ 10alog—22 A= P+ 10alog —22

<[]|1-@ Lri=1)+® 1(r; =0).
i=1 O¢ Oe

(2.13)

With the likelihood function derived, we proceed to derive the test statistic for our GLRT.
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2.5.4 Derivation of GLRT Test Statistic

Under the null hypothesis H,, the likelihood function is simply:

p(t) rlHO) @mp) = P(t|r; HO, @mp)p(rlHO) @mp)) (2-14)

where o
p(tir, Ho, 078 ) = []ﬂ[/\/(ri;m,a%)nm =1)+1(r;=0)], (2.15)
i=1 p
and
p(eHo, 18 ) = ]‘[ [P =108}, = 1) + PO = 01853 ) 1 (ri = 0} 2.16)
Under the alternative hypothesis H,, the likelihood function is simply:
pt,rH1, 001 ) = p(tir, 11,00 ) piH1, 071, 2.17)
where
p(tir, 11,004 ) = H [N(t,, Nihp %) +5, 0% +0 D)L =) +1(r;=0)|,  (2.18)
and
p|H1,01 ) = l:f[l [P(ri =10 )10 = 1) + P(r; = 01078 )1(r; = 0)|. (2.19)

We substitute (2.14) and (2.17) into (2.9) to obtain the test statistic:

tlr,H,,0 H1, Hl
A(t,l‘) p( |r 1 P)p(rl 1 MAP) 17. (220)

p(t|1' HO,GMAP)P(ﬂHO, MAP) HO

Using the test statistic in (2.20), we propose the following Algorithm 2.1 for the proposed ELSA.
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Algorithm 2.1: ELSA algorithm for detecting location spoofing.

ELSA(1,....n, X1,...n: 1 Up, o, Pty Ay s, @, 0%, 05, 05) :

Input :Delay measurements received from a target #;,_,, positions of the anchors x;, _,
threshold 7, and the system parameters.
Output:Binary result of the GLRT test.
Compute MAP estimate for H (no location spoofing), @m via (2.10) (with 6; = 0).
Compute MAP estimate for H; (location spoofing attempt), @ZZA‘P via (2.10) (with 6; #0).
Compute likelihood probabilities for the two MAP estimates, p(t,r|Ho, @ﬁg,) and
p(t,rl?—ll,@m},) via (2.14) and (2.17) respectively.

.. p(t,rl?—[l,(:)z,[{/ip) .
Compute the decision rule A(t,r) = — 3 via (2.20).

pErHo,Opp)
Reject Hp (no location spoofing) if A(t,r) > n. Otherwise, we assume H; (location spoofing).

Finally, we prove using the following theorem that ELSA provides better detection rates than

the conventional non-audibility-aware GLRT for the same false alarm rate tradeoff.

Theorem 2.1. For a fixed false alarm rate, the proposed audibility-aware GLRT will have a
detection rate P’} that is higher than the conventional GLRT PY* which does not take into
account audibility. i.e.,

A NA
P> pPYA,

Proof. See Section 2.8.4. O

2.6 Simulation Results and Discussion

In this section, we evaluated the performance of our proposed detection test ELSA against
the conventional non-audibility-aware GLRT (labeled as ‘original’ in the figures), which does
not take into account audibility (similar to the work in [67]) in terms of the location spoofing
detection performance. Both synthetic data and data from a real-world dataset (available
in [82]) were used in our evaluation. The MATLAB code used to obtain the simulation results
can be found in [83]. Unless otherwise stated, the parameters in Table 2.2 were used in our

simulations.
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Table 2.2: Simulation Parameters.

Parameter Value (equivalent distance)
TOA noise oy 10785 (Bm)

RSS noise o, v/10dBm

Adversary’s delay mean 5 4x1078s(12m)
Adversary’s delay s.d. o5 4x1078s(12m)

*Only positive adversary delays |0;| were used. see (2.5)

Path loss exponent « 3.2

Transmit power P; at dp = 1 m —40dBm

Signal receiving threshold A —102dBm

—ELSA ||
= = =Qriginal

0 0.2 0.4 0.6 0.8 1
False alarm rate

Figure 2.8: ROC curves for three anchors (of which two are audible).

2.6.1 Results from Synthetic Data

We compared the detection performance of the proposed ELSA against the detection perfor-

mance of the conventional non-audibility-aware GLRT using simulations. We consider the

scenario where there exist three anchors at the corners of a 100 m x 100 m area as shown in
1

Fig. 2.3 and the target is selected uniformly at random inside this area (hence, p(®) = 100 % ﬁ).

We used a grid search with a one meter granularity to search for the optimal target location
using the MAP approach (see (2.10)). A finer granularity would improve the accuracy of
the schemes, but the improvement will not be significant in our case. Under an adversarial
environment, the received delay measurements are adjusted accordingly as discussed in our

threat model in Section 2.4.4.
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Performance metric: We use the receiver operating characteristic (ROC) curve to compare the
detection and false alarm performance of ELSA, against the conventional non-audibility-aware
GLRT. For a given decision rule 7, the detection rate is given by P(A(t,r) > n|#;), and the false
alarm rate is given by P(A(t,r) > n|H). The ROC curve is obtained by plotting the detection
rate of the detection test against the false alarm rate at various n thresholds. The ROC curve
allows us to study the tradeoff between the detection rate and the false alarm rate of the two
GLRT tests. It is commonly used in the signal detection field to assess the performance of
binary classifiers such as our proposed ELSA. For a fixed false alarm rate, we consider the

detection test that has a higher detection rate to be the superior one.

ROC Curve Performance

In Fig. 2.8, we plot the ROC curves for scenarios when an adversary adds a positive delay to
the delay measurements received by the anchors and the target is on the range of exactly
two audible anchors (same anchor locations as Figs. 2.2 and 2.3). The ROC curve for ELSA
indicates a significantly better detection performance which demonstrates the superiority of
our approach. Despite a slight model mismatch, an adversary that only adds positive delays
does not significantly degrade the detection rate of ELSA. The detection performance of the
conventional approach however, is lower than ELSA’s as it is difficult to detect the attack
without making use of additional information from the third anchor. Despite not receiving
any observations from the third anchor, this piece of valuable information itself is exploited
by ELSA whereas the conventional approach simply ignores this. As it is unlikely that the
adversary is able to reduce the propagation delay of a radio wave signal, we only used a positive

adversary delay (considered by most works in the literature [5,17,31]) in our comparisons.

ROC Curve Performance under Different Conditions

Next, we evaluate the performance of the GLRT tests for different 5,0, 0w parameters and
randomize the target locations for each iteration. The chosen signal receiving threshold A

includes different inaudible scenarios depending on the target location. In Fig. 2.9, we plot
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—#—ELSA, [15=5x10"85(15m)
=% = Original, t5=5x10"2s(15m)
=©-ELSA, /15=3x10"%s(9m)
=@~ Original, 115=3x10"%s(9m) ||
—+—ELSA, /45=1x10"%s(3m)
=+ = Original, /56=1x10"%s(3m)
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Figure 2.9: ROC curves for different attack mean ps with three anchors.
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Figure 2.10: ROC curves for different RSS noise variance o2 with three anchors.

the ROC curves for different adversary delay mean s values. A higher us value will perturb
the delay measurements further and increase the spoofed distance of the target at the expense
of increased detection rate by the GLRT. Similar to Fig. 2.8, the detection performance of
the conventional GLRT is worse than ELSA’s. As we increase ps to more than 5 x 1078s (15m
approximately - take the delay and multiply it with v},), the detection rate for ELSA goes nearer

to 100% and thus we do not plot further.

The impact of obstacles and multipaths can affect the detection performance of the proposed
test by increasing the TOA observation noise variances [78]. Similarly, the RSS variances will
also increase due to the shadowing and multipath. In Figs. 2.10 and 2.11, we vary the RSS noise

variance o2 and TOA noise variance U%V respectively to verify that the proposed ELSA can still
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ow=1x10"%s@m) ||
= = = ow=yTIx10 8s(10m) |
““““ ow=vAx10 ®5(20m)

0 0.2 0.4 0.6 0.8 1
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Figure 2.11: ROC curves for different TOA noise variance O'%A/ with three anchors.
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Figure 2.12: Detection rates for different number of anchors (synthetic data) with fixed false
alarm rates P¢ = 0.02 and P¢ = 0.05.

function correctly under large noise variances. In Fig. 2.10, we vary the RSS noise variance o

and verify that the proposed ELSA can still function correctly under large noise variances. Note
that the performance of the conventional non-audibility-aware GLRT is largely unaffected
by the RSS noise variance since it does not make use of the RSS information. However, the
performance of ELSA depends on the quality of the received RSS readings, which affects the

audibility information.

In Fig. 2.11, we vary the TOA noise variance o%/v. The detection rates for both tests drops as
O'%V increases because the adversary’s delay is covered by in the TOA observation noise. Hence,
the impact of the attack also drops when the U%/v is high. Next, we increase the number of

deployed anchors and plot the detection performance in Fig. 2.12 for fixed false alarm rates.
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We placed an anchor at each corner of the 100 m x 100 m area and another two anchors in the
middle. Similarly, the detection rate of the conventional approach is less than the proposed
ELSA’s as it does not account for audibility. However, the detection performance for both tests

will improve with diminishing returns as the number of anchors increases.

In the event where a malicious node colludes with another node to create a fake audibility
condition, the malicious node may either appear to be closer or further to some anchors.
However, our existing threat model, which accounts for ani.i.d. adversarial delay will be able to
detect the location spoofing attempt due to the inconsistency in the TOA delay measurements
and RSS readings. For jamming scenarios, an adversary may be able to fool the detection test
into having a false alarm but he is still unable to successfully spoof his location which is the
main goal of the location spoofing detection test. However, with the emergence of the Ultra
Wide Band (UWB) technology, the threat of jamming attacks have been reduced. An UWB
IoT chip marker (e.g., [84]) have even claimed that their devices are immune to multipath

interference.

2.6.2 Results from Real-World Dataset

We adopt a real sensor network TOA and RSS measurements dataset used in Patwari et al.’s
works [78, 85] to validate our proposed audibility framework. The considered network con-
sisted of 44 sensor nodes distributed in an office area in Motorola Labs’ Florida Communi-
cations Research Lab, in Plantation, FL. Both TOA and RSS measurements were recorded
between each sensor node and a high signal-to-noise ratio (SNR) was maintained throughout
the experiment to ensure the reliability of the recorded data. Additional implementation
details can be found in the Patwari et al.’s paper [78] and the dataset is available from the

author’s website [82].

We selected the minimum signal receiving threshold A such that there are inaudible scenarios
and evaluated the performance of ELSA and the conventional approach under various scenar-

ios. We used three of the anchors (node numbers 10, 35, 44) as used by the original authors
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Figure 2.13: ROC curves with A = —61 dBm and 41 different target locations (real-world dataset)
and three anchors.
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Figure 2.14: Detection rates for different number of anchors (real-world dataset) with A =
—61 dBm for false alarm rates Py = 0.02 and P¢ = 0.05.

and an adversary mean of us = 1.5 x 1078 s (4.5 m approximately). The anchors are located at

the corners of the testbed.

ROC Curve Performance:

In Fig. 2.13, we plot the ROC curves for A = —61 dBm. The chosen scenario includes a good
mix of different numbers of audible anchors and highlights the superiority of ELSA compared
to the conventional GLRT. For a fixed false alarm rate, ELSA has a significantly higher detection
rate. The ROC curve for the conventional GLRT however, is closer to the diagonal line (not

drawn) at low false alarm rates which indicates its poorer detection rate trade-off. A higher us
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parameter will lead to a steeper ROC curve for both schemes with the proposed scheme still
being superior. In Fig. 2.14, we vary the number of deployed anchors and plot the detection
rates of the tests for a fixed false alarm rate. Note that the relative detection improvements of
ELSA is significantly better that the relative detection improvements taken from the synthetic
results in Fig. 2.12. This could be due to the limited target locations and their clustered
distribution in the dataset whereas in our simulation, we uniformly picked the location of

each target in each iteration.

2.7 Conclusion and Future Work

In this chapter, we introduced a new audibility-based framework for detecting location spoof-
ing attacks in TOA-based localization systems. We showed an example of how the conventional
TOA-based detection method may not be able to detect location spoofing attacks especially
during inaudible scenarios and developed an audibility-aware detection test called ELSA to
overcome the problem. The proposed ELSA is able to overcome inaudible scenarios and
improve its detection rate by exploiting the implicitly available audibility information. In
addition, we have also demonstrated that ELSA has a better detection performance compared
to the conventional non-audibility-aware GLRT using experimental results from both syn-
thetic data and a real-world dataset. ELSA also accommodates usage of low-cost IoT devices
and lessens the need to deploy a dense network of anchors. This makes ELSA attractive and
practical compared to existing protocols that require multiple message exchanges and even

hidden anchors.

A future research direction would be to investigate other deployment environment-specific
TOA, RSS-based statistical models to further improve ELSA’s detection performance. It would
also be interesting to design a detection test that accounts for an adversarial target node using

directional antennas.
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2.8 Proofs

2.8.1 GLRT Test Statistic without Audibility Considerations

Consider the case where only / out of the n deployed anchors receive a delay measurement

from the target. Under the null hypothesis H,, the likelihood function is simply

. ! d®@* x;)
ptiHo, 04 = [N (5 ===, ). (2.21)

i=1 p
Under the alternative hypothesis H;, the likelihood function is given by

_ n @
p(tlHl,G)ﬂA;):]_[N(t,,ﬂ U5, 05y +03). (2.22)

i=1 Up
We obtain the test statistic

p(tIH,,0%)

A(t) = 7
p(t|HOr®MAOP)
d@FLx) o
Hl 1 \/271(0W+05) exp{— 2(0 +02 )(t’ v, )7}
1 - d(@z,[{fp,xi) 2
[T, ZM expi=gz (ti = —, )7
Hi
2 1. (2.23)

2.8.2 Derivation of Detection and False Alarm Probabilities without Audibility

Considerations
We denote the distance-related term as

y; = 28X (2.24)
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We obtain the test statistic which does not take into account audibility as follows (see Sec-

tion 2.8.1):
At
Hl 1\/271(aw+a,s) p{— 2(07 +02)(t’ Vi )} H (2.25)
2 1.
[Mio) 7, expi=— 5oz (L= Y% Ho

Taking the logarithm on both sides, we obtain (2.26).

1 (ti—yi—ps)* & 1 Lo(t;—yi)?
1 - 1 +
i:zi nvzﬂ(UW‘Hf&) l; 2(0% +05) ZZi n\/ZJTO'W ,:Zi 202,
ow (i —yi— ps)? (& —w;)?
—Z +Z

At =

B “m 5 202,100 & 202,

=m—% 4y (0% + o) (8] + Wi = 2tyi) = 05, (67 + 5 + 7 =203ty = Uil + 2y i o)
(0W+‘75) i=1 20%, (0%, +0%)

n Zl: 0512 +20150%, 1; — 205y i t; + 052 — 2y u50%, — ps0 Wﬂillnn
(UW+‘76) i=1 202, (0%, +03) o

Next, we shift some terms over to the RHS,

Z 20ito 0y + K50y — 05T
i=1

1 H,
Z 02 tl-z + 2,1150%4, t— 20(251//,- 5 2 ZU%V(O'%/V + ag) In

(W(UWHT&))
=1 Ho w

~.

L 2.2 2 2 h
YOSt +2Us00, ti — 205, ti§ Y.
=1 0

~

(2.26)

Now, let Z = Zﬁzl 0% tl.z + 2,1150%‘, ti— 20(2;%' t; and y be the threshold. The detection probability

for the non-audibility-aware GLRT is given by

Paiy =P@>yHyLy) = f plalty,w)dz, (2.27)
Y

and the false alarm probability is given by

P}, = P(z>YIHo, ) :f p(zlHo, p)dz. (2.28)
Y
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2.8.3 Derivation of Detection and False Alarm Probabilities with Audibility Con-

siderations

From the test statistic derived in (2.20), we obtain:

At r)

n
= (]‘[/\/(ti;wﬁ%,aiﬁag)n(n =1)+1(r; =0)

i=1

x U [P(r, =10/ 1(ri = 1)
+P(r; = 010[)1(r; = 0)]) (2.29)

/(HN(E;%,U%V)]I(H =1)+1(r; =0)

i=1

n
<[1
i=1

P(rl - 1|®MA}>)]1(rl - 1)

+P(r; = 01070 1(r; = 0)])

d(@) x’ and y' = “ % to obtain the following audibility related equations

We further let ) =
under Hy:

P(r; = OIG)MAP =

A—P;+10alogy’ )

O¢

P(ri=10)=1-

(2.30)

A—P;+10alogy’ )

Oc

Under H;, the adversary adds additional delays to the delay measurements such that the
estimated distance to an anchor will be enlarged if the anchor receives a measurement and
decreased if there is an inaudible scenario. The latter is due to the fact that the estimated
target location will tend to be closer towards the inaudible anchors as illustrated in Fig. 2.1. As

such, we obtain:

P(r;= 0|®MAP =

O¢

A—P;+10alog(y’ — ) )

(2.31)
P(ri= 1|®MAP) =1-®

A—P;+10alog(y’ + 1) )

O¢
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Substituting the above audibility terms into (2.29) and taking logarithm on both sides, the test

statistic becomes

1 (ti =i — ps)?
Alt,tr)=) In
Z V2n(ow +0s) lzi 2(0%,+0%)

! A—P;+10alogy’, + i)
Fufr-of 1 s

O¢
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Next, we simplify and rearrange the terms to get
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Finally, we obtain

2 I (4. a2
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where Z; is some function of the audibility terms (fourth term of (2.33) in [.] brackets) and
is independent of the delay measurements t. Using the same Z = Zl la 5t 2+ Zugawtl
20(%1//1- t; and y as the previous Section 2.8.2, and let = ZUW(UW + 05) X" | Ei, the detection

probability for the audibility-aware GLRT is given by

Py =Pz+Z>y|H1,w)

dly
o0 (2.35)
=/ p(z+ZIH1,v)dz,
Y
and the false alarm probability is given by
Py =Pz>yIHo, W)
(2.36)

:f p(leO)W)dZ’
Y

as Z = 0 under H, due to the audibility terms being canceled out by each other when p5 = 0.

2.8.4 Proofof Theorem 2.1

d(@ d©,x;) d(@ x,

We let the distance related terms y; = ,and g’ = ” % Tt can be shown that the

717’/_

detection and false alarm rates for the conventional GLRT without audibility considerations
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are given by

Py =fy p(zlH1,¥)dz and P}, :fy p(zHo,v)dz,

respectively (see Section 2.8.2), where y is a threshold, and [ is the number of received delay
measurements. On the other hand, the detection and false alarm rates for the proposed

audibility-aware GLRT are given by

00 o0
PQW :fy p(z+E|H1,w)dz and P?W:fy p(zlHo,yp)dz,

respectively (see Section 2.8.3) where the term = (from (2.34)) consists of the audibility-related

probabilities. Note that the false alarm rates for both cases are the same:
A NA °°
Py, =Ppy, = fy pzlHo, W)dz.
Hence, it can be seen that for a fixed false alarm rate P Fly» the detection rates
A NA
Payy = Py

A

NA
diy A4 P

and dly

if = < 0 holds since the complementary cdf function in both P is a non-increasing

function.

Suppose that = < 0 and ps > 0 (which is true in our model). From (2.34), the = term can be

expressed as (2.37).
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Next, we simplify the equation to obtain:
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_ s

Since s >0, then p' = 2

> 0 as dy > 0. Because the logarithm function is strictly increasing

for positive inputs, we have

@ (log((y; — 1)) < @ (log(y)) < @ (log(w/; + ).

Note that (y'; — /)™ is strictly positive as it is not possible to receive a negative delay. Similarly,

this implies that

1-0|
1—® (/’L—P,+10alogw;.)

O¢

A-P+10alog(y’,+u)
O¢

<1,

and

O¢

o
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<1.

Since the natural logarithmic function always has a negative value when the inputs are less
than 1 and = consists of the summation of negative terms, hence, the statement = < 0 must be

A NA
true and Pdh,(/ > Pdluf‘

Subsequently, we can marginalize Py, over all possible ; values to obtain

Py = dewu xplyi)dy;.
Therefore, for a fixed Py, the following inequalities hold:

A NA
P> PYA
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since their equivalent representations,

f f plz+EIH1, v py) dzdy;
yJy

sz plH,vpy)dzdy;,
yJy

where the following has already been proven to be true:

o0

/p(z+E|7—[1,w)dz2f p(zlH1,w)dz.
Y Y

Hence, we complete the proof.
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Chapter 3

Mitigating Traffic Analysis Attacks in

Wireless Networks

We consider the privacy-preserving routing problem in a wireless network where a Bayesian
maximum-a-posteriori (MAP) adversary is able to observe all the transmission activities in the
entire network. We focus on protecting the privacy of the source-destination identities (see
Definition 3.2) by designing a probabilistic privacy-preserving routing protocol to minimize the
probability of an adversary correctly guessing the source-destination identities. In addition, the
routing scheme should consider the adversary’s observation model p(y|x) while computing
a (routing) path distribution p(x|w) that serves the source-destination pair w. The set of
transmission paths X’ is related to the set of observed node transmissions ) via the adversary’s
observation model p(y|x). Ideally, knowledge of y should not immediately reveal w, e.g., there

should be a many-to-one mapping from w to y.

The privacy-preserving routing problem has typically been addressed in the literature using
heuristic methods [43, 52, 87]. While the heuristic solutions may be easy to compute, their
provided privacy level may not be optimal for every network topology. Hence, we propose
an optimization approach to compute the optimal routing path distribution for the privacy-

preserving routing problem.

The material in this chapter was presented in part in [65, 86].
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3.1 Introduction to Traffic Analysis

We first describe the characteristics of a privacy compromising adversary (with respect to
wireless networks) before elaborating on the traffic analysis techniques available to the ad-
versary. Generally, a traffic analysis adversary can be characterized by the following proper-

ties [36,40,43]:

* Global or local observability. A global observability adversary is one that can observe all
the transmission activities in the entire network. This can be achieved if the adversary
is able to deploy his own network of sniffers to observe the network traffic or has a few
sniffers with high-gain antennas. The local observability adversary on the other hand,
can only observe the transmission activities in localized parts of the network. However,
some authors [51,52] have assumed that the local adversary is mobile and can trace

each transmission packet hop-by-hop to its source or destination node.

* The active or passive adversary. An active adversary is one that may actively alter the
network transmission traffic, e.g., inject, modify, or drop packets or by violating the
implemented communication protocols of the compromised nodes. A passive adver-
sary on the other hand, simply passively eavesdrops the transmitted packets without
disrupting the network traffic. Since the passive adversary simply (silently) monitors
the network traffic, it is not possible to detect such an adversary other than placing
physical security guards or surveillance cameras to visually scan the entire network for

suspicious sniffing devices.

* The internal or external adversary. An internal adversary is one that has the ability to
compromise nodes in the network. By doing so, the internal adversary is able to view
encrypted information (including the internally stored encryption keys), send probe
messages to compromise privacy, participate in voting activities, and has access to all
routing and network related information. An external adversary on the other hand, does

not have access to any encrypted data but is still able to replay transmitted packets or
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selectively drop acknowledgment packets. All adversaries are able to view the packet

header information if it is unencrypted.

After sniffing the transmission traffic patterns in the network, the adversary may use the
following traffic analysis techniques commonly considered in the literature to compromise

privacy:

» Content correlation. The adversary is able to acquire information about the source
or destination node from the packet headers and payload if no encryption is applied.
Even if the packets are encrypted, they are still distinguishable from the other packets
if the encrypted contents do not change while in transit. Such attacks can be easily
prevented via hop-by-hop encryptions [88], which changes the physical appearance of

the transmitted packet (in terms of bytes) at every hop.

* Size correlation. The adversary is able to easily identify and distinguish between individ-
ual packets if they are of different packet sizes. A simple countermeasure would be to

pad each transmitted packet into a common size [38, 44, 88].

* Time correlation. The adversary correlates the packet transmission times of each node
and traces the packets hop-by-hop from its source to its destination. The intuition
here is that under normal scenarios, each intermediate forwarder will forward a packet
towards its destination without adding additional delay or packet mixing. Privacy can
be enhanced when each forwarder node adds a random delay before transmitting the
packet [36, 38] or route the packets to fake destinations [35]. The time correlation
attack is simple to conduct and effective in compromising privacy. Hence, it is the
most considered attack in prior works and widely studied in many Internet anonymity

protocols [88].

* Rate monitoring. The adversary counts the number of packet transmissions executed by
each node in a region for a period of time. If the nodes are communicating to a common

destination node, e.g., the sink node, then the latter should be located in a region of
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higher packet transmissions, commonly referred to as a hotspot. One approach to
mitigate this attack is to introduce dummy traffic to create fake hotspots and fool the

adversary [35, 36].

e Statistical and information theoretic analysis. Other than the above-mentioned attacks,
other application specific statistical and information theoretic traffic analysis tech-
niques [16, 36, 44, 89, 90] have also been used in the literature. Most of these attacks
make use of the timing-based information and can be considered as advanced time

correlation or simply flow correlation attacks.

* Bayesian analysis. The Bayesian inference techniques such as the one applied in [47]
exploits prior knowledge of the communication patterns and provides the adversary
with a posterior distribution on the communicating pairs. The adversary can then
proceed to estimate the most likely communicating pair. One approach to mitigate
the Bayesian analysis is to manipulate the likelihood function such that the posterior

distribution is uniformly distributed.

3.1.1 Contributions

To the best of our knowledge, this is the first work that addresses the privacy-utility tradeoff
problem in wireless routing via a statistical decision-making framework that considers a

powerful MAP adversary with global observability.

The key contributions of this work can be summarized as follows:

* We propose Optimal Privacy Enhancing Routing Algorithm (OPERA), which uses a sta-
tistical decision-making framework to optimize the privacy-utility trade-off for routing
in wireless networks against a global and informed adversary using the Bayesian MAP
estimation strategy. We then formulate linear programs to efficiently compute the opti-
mal privacy-preserving paths under the lossless and lossy adversarial models, given a

privacy budget.
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* We study the choice of our objective function (minimizing the adversary’s detection
probability) and how it differs from minimizing mutual information or using the Uni-

form and Greedy heuristics.

* We propose a low-complexity approximation method to compute the optimal privacy-

preserving paths under the lossy adversarial model.

* We demonstrate via simulations that privacy does not necessarily depend on the number
of receivers as the communication patterns are more important. We also evaluated
the proposed OPERA in several different network topologies, including two real-world

testbeds.

3.1.2 Notation

The table of notation used in this chapter can be found in Table 3.1.

Table 3.1: Notation.

G connected hypergraph representing the network.

V  setof nodes in the network.

‘H setof all (directed) hyperarcs in the network.
h=(s,R) hyperarc which represents a source-receivers pair

where s€V is the sourcenodeand R c Visa
non-empty set of receiver nodes adjacent to s.
w2 (u,v) source-destination pair where u €}, ve) are the
source and destination nodes respectively.
actual transmission path.
observed path where y is a subvector of x.
set of all possible paths x in the network.
set of all possible paths x that serve w.
cp cost (e.g., transmission cost) for using hyperarc h.
probability of not observing a given transmission # € x.

X = (hl,hz,...

—

g R

S

3.2 Related Work

Traditional anonymity enhancing techniques like onion routing [49] and mix-net [48] allow

users to communicate anonymously over the wired Internet network. These techniques
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mostly rely on packet encryption and randomized routing from the source to the destination
to hide sensitive information (e.g., the identities of the communicating parties) from eaves-
dropping adversaries. The onion routing offers privacy protection from an adversary with only
local observability while the mix-net provides privacy even against adversaries with global
observability via special mix nodes. However, the onion routing technique is more prevalent
due to its lower latency which makes it practical. While the local observability assumption is
valid in the large-scale Internet, it may not hold for the relatively smaller wireless networks,
i.e., wireless networks are more vulnerable to traffic analysis from a global adversary. Due to
the wireless broadcast medium, it is possible for an adversary to passively eavesdrop on all

transmissions from a wireless node without being detected.

To address the privacy concerns, the field of location privacy emerged with the first location
privacy problem (specifically the source-location privacy problem) for wireless networks
being studied by Ozturk et al. [51]. The authors used the dummy packet approach to provide
privacy and proposed several flooding-based routing techniques, including the randomized
phantom flooding routing to prevent an adversary with local observability from tracing a
transmitted packet to its source node. Since the flooding-based solution incurs excessive
network resources, several other works [91,92] have built on the randomized routing strategy
and improved the effectiveness and efficiency of the privacy-preserving routes. As there exists
a vast literature in the source-location privacy field, we refer the reader to the survey on

source-location privacy in [40].

Subsequently, Jian et al. [52] proposed a routing protocol to provide receiver-location privacy
against timing-based packet tracing attacks. The proposed protocol used multipath routing to
decorrelate the incoming and outgoing traffic at each forwarder node. However, the authors
considered an adversary with local observability and thus, the protocol is not secure against a
stronger global observability adversary that can observe transmissions in the entire network.
Mehta et al. [43] considered the global adversary and proposed the periodic collection and
source simulation (dummy sources) techniques for source location privacy and the backbone

flooding and sink simulation (dummy sinks) techniques for receiver location privacy. A loose
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approximation for the lower bound on the communication overhead needed for achieving a
given level of location privacy was also provided. However, the proposed solution is still heuris-
tic in nature and may not provide the optimal level of privacy for the amount of additional

overhead incurred.

The work in [87] further considered internal adversaries who can compromise and view the
routing tables of the forwarder nodes and designed a routing protocol based on randomized
routing and dummy packet transmissions. Similarly, the work in [45] proposed a dummy
packet routing scheme where the destination node randomly forwards some of its received

packets to a randomly selected neighbor node located M hops away.

Limitations of current heuristic algorithms: It is evident that the existing privacy-preserving
schemes do not come for free and there exists a trade-off between the amount of privacy
provided and the transmission overheads incurred. Although the above schemes have mainly
relied on additional dummy traffic (or/and random delays) to mitigate traffic analysis attempts,
there is no rigorous quantification of the adversary’s detection probability, its optimal attack-
ing strategy, and the overheads incurred by the privacy-preserving scheme. Hence, it would
be interesting to quantify the loss of utility (or overheads) incurred by the privacy-preserving

scheme and weigh it against the additional amount of privacy provided.

The work in [93] designed an optimal route selection strategy that maximizes the sender
anonymity for the Internet and formulated an optimization problem to determine a path
length distribution that maximizes the anonymity degree (a function of Shannon’s entropy) of
a system. Different from [93], we formulate a statistical decision-making framework and use a

more direct (non-information-theoretic) privacy metric for our objective function.

3.3 System Model

In this section, we first describe our network and adversary model before formally defining

our privacy metric in Definition 3.2.
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Figure 3.1: Illustration of the path distribution available to a source node u.

3.3.1 Network Model

We consider the scenario where a source node u wants to send packets to a single destination
node v in a static wireless network. The source node uses a source routing protocol (e.g.,
dynamic source routing) and specifies a routing path from itself to the destination (see Defini-
tion 3.1). Due to the wireless broadcast nature of the network, when a node transmits, all its

one-hop neighbors are able to receive the transmission.

An illustration of the path distribution available to a source node u is shown in Fig. 3.1. Suppose
there exist three possible routing paths from the source node u to the destination node v. The
source has to select a path distribution over the three possible paths to its destination such
that it minimizes the average detection probability of a global adversary who is able to observe

the all node transmissions from the entire network.

Next, we introduce the graph notations used in the chapter:

¢ Let the wireless network be modeled as a connected hypergraph G = (V,’H) where V is
the set of nodes and H is the set of (directed) hyperarcs. A hyperarc & = (s,R) represents
a source-receivers pair where s € V is the source node and R < V is a non-empty set of
receiver nodes adjacent to s. The hyperarc h is used as it models the scenario where a

packet transmitted by a source node can be received by multiple receiver nodes.

e Let w2 (u, v) represent the source-destination pair, where u € V is the source node and

v €V is the destination node.
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N Routing Protocol |

I 1 Observed
Source-destination Transmission paths transmissions
pairs

w € V?

Optimization variables ! Adversary’s observation model !

Figure 3.2: Illustration of a probabilistic routing scheme that maps a source-destination pair
w € V? to a set of transmission paths x € X.

e Let x = (hy, hy,...) be the actual transmission path comprising the distinct hyperarcs #;

and the source node of /;,; must be a receiver node of h;.

* Let y be the observed path where y is a subvector of x. An observer may not neces-
sarily observe all the hyperarc transmissions in x as some of them may be erased (i.e.,
lossy observations). The ordering of the observed transmissions, however, remains

unchanged.

e Let X represent the set of all possible paths x in the network and let X' be the set of
all paths x = (hy, hy,...) that serve the source-destination pair w = (u, v), i.e., h; = (1, R)
and there exists an h = (s,R) € x such that v € R. Let ) represent the set of all possible

observations y.
e Let ¢, = 0 represent the cost (e.g., transmission or latency cost) for using the hyperarc h.

Definition 3.1 (Routing Protocol). Given a network graph G, a probabilistic source-routing
protocol selects a path x € XV according to a path distribution p(x|w) for a given source-

destination pair w € V2.

3.3.2 Adversary Model

We consider an external, passive, global and informed [36] adversary that observes a (possibly

lossy) sequence of transmissions y from an actual transmission path x. Using a Bayesian
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traffic analysis technique, the adversary aims to detect the identity of the source-destination
pair w for each observation y, i.e., he aims to identify which node is talking to which node

based on his possibly imperfect observations.

We first state the adversary’s observation model and its assumed capabilities before studying

its optimal detection strategy.

Adversary’s Observations

We assume the adversary has global observability, i.e., it is potentially able to observe all node
transmissions from the entire network. However, we consider the following two observation

models for the adversary:

* Lossy observations. In practice, the adversary may have lossy observations due to the
lossy nature of the wireless channel or some blind spots in his network. Hence, the ad-
versary may only observe a subvector y from the actual transmission path x. We assume
that the observation distribution p(y|x) for observing y given that x was transmitted is

known.

For simplicity, we let a € [0,0.5] be the probability of not observing a given transmission
h € x (“erasure probability”) and observation of each transmission is independent. This
allows the probability p(y|x) to be computed using a sequence of || x|lp independent
Bernoulli trials with parameter of success (1 — @), i.e., p(y|x) = (1 — a)VlogUI*lo=1ylo)
where ||.||g represent the LO-norm, which counts the number of non-zero elements in a

vector.

* Lossless observations. The lossless observations model is a special case of the lossy ob-
servations model in which the adversary perfectly observes a sequence of transmissions

y which coincides with the actual transmission path x, i.e., y = x.
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Adversary’s Capabilities

We assume that the adversary is informed, in that it has complete knowledge of the network
graph G, prior probabilities p(w), observation distribution p(y|x), and path distribution
p(x|w). We assume that the actual node transmissions are lossless and only the adversary’s

observations may be lossy.

We assume that the adversary is external, in that it does not have access to the individual
nodes in the network, and the contents of the communications, including the packet headers,
are protected by encryption and do not leak any information on w. We further assume that the
adversary is passive, in that it does not manipulate the network traffic by dropping or injecting

packets.

The adversary can identify w from each observed y by enumerating the entire set of possible
observations for each source-destination pair and apply the MAP inference method explained

in the following section.

Adversary’s Optimal Detection of Source-Destination Pair w

Suppose that w is the true source-destination pair and the adversary observes the path y. A
successful detection occurs when the adversary’s estimate of the source-destination pair w(y)

matches w.

Although there exist heuristic-based techniques to estimate w (for example, given that N
nodes have received the transmission, a naive heuristic may assign each node that received the
transmission with equal probability % of being the destination node), the optimal approach
to maximize the expected detection probability of the adversary is the Bayesian maximum-a-

posteriori (MAP) estimator [81] given by Wy, = argmax p(w|y), where the posterior probabil-
weV?

_pwy _ pylw)p(w)

T op» T X 2/zJ(ylw’)}o(uﬂ)'

w'eV

ity is computed using Bayes’ rule: p(w|y)

The MAP estimator is known to be an optimal estimator optimal under the linear-error and

squared-error loss functions. It allows the adversary to exploit the prior knowledge of p(w),
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observation distribution p(y|x) and the path distribution p(x|w) to maximize his expected
detection rate. Note that the source’s identity is implicitly known if the adversary has lossless
observations since the source is always the first node that transmits. However, the destination’s

identity may be hidden if there are multiple receivers for the transmission.

For a given observation y, the probability of correctly guessing w under the MAP approach
is given by P(W = Wy,p|y) = ma]l})g p(wly). Thus, the (expected) detection probability for all
we

observations y € ) is given by:

Pgetect = Y p(“detect”|y) p(y)
yey

=) ma p(wly) p(y)
yey W

=) rréaxp(w,y) 3.1)
yey wev

Suppose the observations are lossy. Let p(y|x) be the probability of observing y given that
x was actually transmitted. From (3.1), the detection probability of the lossy observations

adversary is:

pl
Piereas= 2 1% 3. Py, )

w(—:V xeX

=) max ) p(y,xlw)pw)

yey weV? xex

=) max 3 p(yl9)p(xiw) p(w). (3.2)
yey xeX

Suppose that the observations are lossless, i.e., p(ylx) =1 if y = x, and p(y|x) = 0 otherwise.

From (3.1), the detection probability of the lossless observations adversary is:

Pgwes’ = Y. max p(w,x)
XWEV
= ) maxp(x|w) p(w). (3.3)
xeX We

We quantify the adversary’s detection probability Pgetect in Definition 3.2.
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Definition 3.2 (Detection Probability of Adversary). The detection probability of the adversary

is given by Pgetect = 3. megg p(w,y) [see (3.1)]. A lower P oo corresponds to a higher level of
yey we

privacy and vice versa.

Next, we present a motivating example for the chosen probabilistic routing approach before

formulating the optimization problem to minimize Pyetect for maximum privacy.

3.4 Motivating Example: Probabilistic Routing for Enhanced Pri-

vacy

The idea of using probabilistic (or randomized) routing for location privacy was first proposed
in [51] by Ozturk et al.. The authors used a single parameter denoted by Pfywarq to decide if a
forwarder node that receives a packet transmission should forward the packet to its neighbors
(under the probabilistic flooding scheme). Subsequent dummy traffic schemes have also
relied on similar parameters to probabilistically route packets through dummy paths. For
example, Deng et al. [35] used a parameter P, to decide the probability that a node forwards
a dummy packet to its parent node while Jian et al. [52] used the parameter Py to decide
the probability that a node forwards a dummy packet to a decoy node away from the true

destination node.

The privacy parameters indirectly determine the path distribution p(x|w) and a larger param-
eter value generally translates to more privacy at the expense of more dummy traffic being
genrated. Hence, many authors studied the privacy-utility tradeoffs of their proposed schemes
via simulations. Despite this, the amount of privacy provided by the probabilistic paths may

not be optimal for a given privacy budget.

Therefore, instead of using a fixed parameter, e.g., Psorward to determine the path distribution
p(x|w), we let p(x|w) be the optimization decision variables in our optimization problem.
Next, we use a simple example to illustrate the selection of the optimal path distribution

p(x|w) and how it compares to the Uniform heuristic (explained in Section 3.7.2).
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Figure 3.3: Illustration of 6-node line network.

3.4.1 BasicIdea: Optimizing the Routing Paths

For the purpose of illustration, we consider a small 6-node undirected line network as shown
in Fig. 3.3. We list the optimized path distribution p(x|w) given a source node u = 3 and
destinations v € {1,2,4, 5, 6} for the proposed OPERA and the Uniform heuristic (explained in
Section 3.7.2) in Table 3.2. For ease of reading, we only list the source node of each hyperarc

h; in the transmission paths x and y in the table.

It is clear from the table that for the same amount of dummy traffic incurred as the Unifrom
heuristic results in a 10% increase in Pgetect (Which gives lower privacy) compared to the
proposed OPERA. This is because the Uniform heuristic does not attempt to achieve the lowest
possible posterior probability p(w|y) for each observation y. For example, the path x = (3,4)
is never used in the proposed OPERA solution but it has a maximum posterior probability of
p(u=3,v=>5|y=(3,4) =0.5when w = (3,5) in the Uniform heuristic. Hence, we have shown
that the Uniform heuristic does not maximize the amount of privacy achieved for the same

amount of dummy traffic incurred.

The difference in the adversary’s detection probability Pgetect is more significant in a larger
network and is investigated in our simulation section. Therefore, we focus on designing
an efficient optimization formulation to select the optimal path distribution p(x|w) that

minimizes Pgetect fOr a given privacy budget.

3.4.2 Example: Optimal Detection for Adversary

We now study the optimal detection strategy of the source-destination pair w given an obser-
vation y. Consider the same 6-node network as used in Section 3.4.1. Given that the adversary
knows the probabilities p(w), p(y|x), and p(x|w), it can compute the posterior probabilities

p(w|y) using Bayes’ rule and obtain the values in Table 3.2. For ease of reading, we only list
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Table 3.2: Possible (lossless) observations y for # = 3 and their corresponding path distribution
P(X = x|W = w), and posterior probability P(W = w|Y = y) for the two approaches: (i)
minimize Pgetect, and (ii) Uniform heuristic, in a 6-node line network with 1 = 0.5.

Source-dest. | Prior prob. Path Path distr. Opt. vars) | POSterior prob. | pamdist. opt.varsy | Posterior prob.

pair P(W=w) xX=y P(X=xIW=w) PW=wlY =y) P(X=x|W = w) P(W=wlY =y)
w = (u,v) e, losslessmode) | (1) Minimize Pgetect (OPERA) (ii) Uniform heuristic

3,1 1/4 3,2) 1 0.4 1 0.667
(3,2) 1/4 3) 1/4 0.5 1/4 0.5
(3,2) 1/4 3,2) 3/4 0.3 1/4 0.167
(3,2) 1/4 3,4) 0 - 1/4 0.25
(3,2) 1/4 3,4,5) 0 - 1/4 0.125
(3,4) 1/4 3) 1/4 0.5 1/4 0.5
(3,4) 1/4 3,2) 3/4 0.3 1/4 0.167
(3,4) 1/4 (3,4) 0 - 1/4 0.25
(3,4) 1/4 3,4,5) 0 - 1/4 0.125
(3,5) 1/4 3,4) 0 - 1/2 0.5
(3,5) 1/4 3,4,5) 1 0.5 1/2 0.25
(3,6) 1/4 3,4,5) 1 0.5 1 0.5

Adversary’s detection probability Pgetect 45% 55%

the source node of each hyperarc h; in the transmission paths x and y in the table.

To illustrate how the MAP estimation in (3.1) works, we examine the observation y = (3,2)
under the (x = y) column. Suppose that the Uniform heuristic (explained in Section 3.7.2) is
used. When the adversary observes (3,2), it can refer to the Table 3.2 (rows 1, 3, and 7) and
examine the posterior probabilities: p(u=3,v =1y =(3,2)) = %, pu=3,v=2|y=(3,2) = %,
and p(u=3,v=4ly=(3,2)) = %. The probabilities can be interpreted as follows - with %, %,

and é probabilities, the destination node is 1, 2 and 4 respectively.

Our MAP adversary always picks node 1 as the destination each time he observes y = (3,2).
The rationale being that he will guess correctly with a higher probability of % (the maximum
posterior probability) on average compared to other arbitrary approaches. Intuitively, node 1

is the most likely destination node in the posterior setting.

3.5 Optimizing the Privacy-Utility Tradeoff

We present the Optimal Privacy Enhancing Routing Algorithm (OPERA), which solves the

following problem statement: compute the optimal path distribution p(x|w) that minimizes
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privacy leakage given some user-defined privacy budgetn. We first explain our objective —
minimizing the adversary’s detection probability Pgetect, followed by the cost of using each
path x, the utility and other network constraints in our optimization problem and finally, the

optimization formulation.

3.5.1 Privacy Metric for the Paths

Our optimization objective is to minimize the adversary’s detection probability P jesec: (See

Definition 3.2) for better privacy, i.e., we minimize

> max Y. pylx)pxlw) p(w).
yeywe xeX

3.5.2 Cost of Using Privacy-Preserving Paths

For a given source-destination pair w, we define the cost of using a privacy-preserving path x €

X" to be the cost difference between the path x and the minimum-cost path serving w, given

by > cp— m;;l Y. cp. Suppose each path x is transmitted accordingly to a path distribution
hEx x!e w /

p(x|lw), and cp, represents the transmission cost. The expected amount of transmission cost

incurred by a source-destination pair w is given by | Y. p(x|lw) Y cp| - m1n Y cp.
xeX hex 'e XY pex!

With this, we define the cost of the privacy-preserving scheme for a given network topology to

be given by the expected amount of additional transmission cost incurred by the network:

Ewer?

[ExeX[ZCh] min ) ch]

hex hEx’

(3.4)

=Y pw)

weV?

[ Z p(x|w) Z ch] mln Z Ch

xeX he /

Note that the cost cj, can also be used to measure latency.
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3.5.3 Optimization Formulation

We first provide a general optimization formulation for the lossy (incomplete observation)
adversarial model and examine in Section 3.6 the lossless observations adversarial model,
which is a special case of this general problem. To correctly specify our problem, our formula-
tion must specify the (i) privacy budget 7, (ii) valid probabilities, and (iii) valid routing paths.

Consider the following constraints:

(i) Privacy budget for each source node u: The value in (3.4) should be less than or equal to the

budget budget 1.

Y pw)

vey

[ Y plw) )] Ch] ~ Inin, Y cn

xeX hex hex'

<n, Yuel. (3.5)

Recall that w = (1, v) and in (3.5), we fix the source u while varying the destination v in the

outer summation term.

(ii) Sum of probabilities over support and non-negativity of probabilities: The summation of

the path distribution p(x|w) over its entire support X must equal one.

Y pxlw)=1, VYwel? (3.6)
xeX

A valid probability has to be non-zero.

O<pxlw)<l, VxeX,weV’ 3.7)

(iii) Valid transmissions: The source node u, by definition must be the first node to transmit
while the destination node v needs to receive the transmission from the sequence of transmis-
sions x. In other words, we set the probability of using a path x that is not in X' (the set of all

possible paths that serve w) to zero, i.e., we have
pxlw)=0, VxeX", weV’ (3.8)
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With the objective function and constraints defined, we proceed to formulate the optimization

problem.

General Formulation

Given a network graph G = (V,’H), transmission cost {c,} ¢3¢, the prior probabilities {p(w)},,ey2,
the adversary’s observation distribution {p(y|x)}yey,xex, and the privacy budget 7, find
the path distribution {p(x|w)} ye v, ey that minimizes the adversary’s detection probability
Pyetect in (3.2) such that the expected cost of the privacy-preserving routes is at most 7 for
each source node u. The solution can be obtained by solving the minimax optimization in

Problem (3.9).

MMProb(G, {cp}nen, (P(W) wev2, (P(Y1X)}yey xex, M):

minimize > max Y. pylx)pxlw)p(w)
{p(xlw)}xsx‘wsvz yey we xEX
subject to Z pxlw)=1, Vwe V?

xeX

0<pxlw) <1, VxeX,weV?
pxlw) =0, Vx¢ XY we)?

Y pw)

vey

<n, YueV. (3.9

[ Z p(x|lw) Z ch] mln Z ch

xeX

Next, we show that the MMProb Problem can be reformulated as a linear program. This
allows efficient algorithms such as the well-known Simplex algorithm [94] to be used for the

computation of the optimal solution.

Linear Program Formulation

We can reformulate the minimax problem in Problem (3.9) as a linear program by introducing

avariable zy to match the value of megg Y. pylx)px|w)p(w) in the objective function at the
WeEV® xeX
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optimal solution for each y € ), along with the inequality constraint:

Zy— Z pylx)pxlw)p(w) =0, Vyey,wevz.
xeX

At the optimal solution, where 3 z, is minimized, we have:
yey

zy=max y_ pylx)pxlw)p(w),
weV? xex

for each y € ). The detection probability of the adversary can then be expressed as: Pgetect =
> zy. Using the newly introduced {z,} ¢y variables, we arrive at the linear program formu-

yey

lated in Problem (3.10).

LPProb(G, {ch} e, ip(w)} yev2, (P(Y1%)} yey xex, m):

minimize Z Zy

{p(xlw)}xeX,welﬂ’ yey

{zy}yey

subject to Y pxlw)=1, Ywe)?
xeX

0<spxlw) =<1, VxeX,weV?
p(x|w) =0, Vx¢ XV, weV?

zy— Y. pylOpElw)pw)=0, Vye), wel?

xeX
Y p(w) [ Y pxlw) ) ch] - min Y cp|<n Vue. (3.10)
vey xeX hex XEXY pext

Note that Problem (3.10) is a linear program because its objective function is simply the
summation of the decision variables z,, which is a linear function, and all the constraints
are also linear. Algorithm 3.1 summarizes the proposed Optimal Privacy Enhancing Routing
Algorithm (OPERA) which probabilistically selects a path x that serves the source-destination

pair w according to an optimized path distribution p(x|w).

Computational Complexity

The linear program formulation enables our problem to be solved in polynomial time. De-

spite this, the search space of the problem grows exponentially according to the network size.
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Algorithm 3.1: OPERA algorithm for computing a privacy-preserving path x for a source-
destination pair w.

OPERA(G, {ch} neps 1P} peve, (IP(Y1X)} yey xex, m, w):

Input :Network graph G, transmission cost {cj,} e, the prior probabilities {p(w)} ¢y 2, the
adversary’s observation distribution {p(y|x)}yey, xex, privacy budget n, and
source-destination w = (u, v).

Output:Privacy-preserving path x.

Solve the optimization problem LPProb (G, {ci} pew, (P (W)} ey, Ap(¥1%)} yey xex,n) in (3.10) to
obtain the optimized path distribution p(x|w) for using path x given w subjected to the
budget constraint 7.

Randomly select a routing path x according to the path distribution p(x|w).

For each path x, the lossy observations adversary can observe (”’;C”") possible observations
with k node transmissions (see example in Table 3.3) where | x|y is the number of nodes
that transmitted in x. Given that the adversary may observe k =0,..., | x|[o number of node
transmissions for a path x, there are a total of 2/*lo possible observations y. The number
of possible observations grows exponentially with the dimension of x, resulting in a combi-
natorial explosion. Hence, we propose an approximation method for the adversary’s lossy
observation distribution in the Section 3.5.4. In addition, valid paths that contain a minimum

spanning tree (MST) can be heuristically pruned to reduce the path search space X.

3.5.4 Approximating the Lossy Observations Adversary

To reduce the computational cost for the optimal path distribution, we suggest approximating
the adversary’s observation model by replacing the observation distribution {p(y|x)}yey, xex
values for observations with more than »n transmission losses from a path x with zero. More
formally, for each x € X, we let p(y|x) = 0 if p(y|x) < € where € = (1 — a)*lo="q" with n €

(0, lxllp), and « € [0,0.5] is the probability of not observing a given transmission % € x.

A smaller parameter € gives a better approximation of Pyetect but offers less computational

savings. Next, we have the following Proposition 3.1.

Proposition 3.1. The approximation method in Section 3.5.4, which uses a truncated observa-

tion distribution provides a lower bound for P jet.cr Obtained in Problem (3.10).
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Proof. We show that the feasible region in Problem (3.10) becomes larger in the approximation
method, which leads to a lower Pgeect Value. Let the truncated observation probability be

q(ylx) = p(ylx) if p(ylx) =€, and g(y|x) = 0 otherwise.

Consider the z) constraint in Problem (3.10), which can be rewritten as:

zZy= Z p(ylx)p(xlw)p(w),VyEy,wevz.
xeX

The set of possible z,, that satisfies the constraint z, > erX p(ylx) p(x|w)p(w) is a subset of the
set of possible zy that satisfies the constraint z, > erX q(ylx) p(x|w)p(w) since g(y|x) < p(yl|x).
Hence, we obtain a larger feasible region when we use the truncated probability g(y|x). This
may lead to a lower objective function value in the minimization problem which serves as a

lower bound for Pgetect- O

Example: Computation Reduction via Likelihood Truncation

Consider a small undirected line network with only three nodes. Assume that the adversary has
lossy observations where the probability of not observing a transmission a = 0.1. The possible
observations for the lossy adversary are given in Table 3.3 for an arbitrary path distribution
p(x|w). The highlighted rows (*) in the table represent the actual transmission path x which
may not alway be observed perfectly due to lossy observations. The empty tuple () in the
observed path column represents the case where no transmission is observed. For ease of
reading, we only list the source node of each hyperarc k; in the transmission paths x and y in

the table.

The number of possible observations y is much larger compared to that of a lossless adversary
who only observes the highlighted rows 1 and 5. This is because we have to consider all the
combinations of a path x where 1,2,3,... transmissions were transmitted but not observed by
the adversary. However, we can approximate the adversary’s detection probability Pgetect by
simply omitting paths with more than n missing transmissions as discussed in Section 3.5.4.

When a = 0.1, the probability of observing paths with more than one missing transmission
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Table 3.3: Possible (lossy) observations y for u = 1 and their corresponding likelihood P(Y =
yIW = w), and posterior probability P(W = w|Y = y) for a« = 0.1, in a 3-node line network
given that x = (1,2).

Source-dest. | Prior prob. | Actual path | Path distribution | Observed path | Likelihood | Posterior prob.
pair w PW=w) X p(X =x|W=w) y P(Y=y|X=x) PW=w|Y=y)
(12 1/6 (1,2) 1 (1,2) 0.81 0.5
1,2 1/6 1,2 1 1 0.09 0.5
(1,2) 1/6 (1,2) 1 (2) 0.09 0.0417
(1,2) 1/6 (1,2) 1 0 0.01 0.0417
*(1,3) 1/6 1,2) 1 1,2) 0.81 0.5
(1,3) 1/6 (1,2) 1 1 0.09 0.5
(1,3) 1/6 (1,2) 1 (2) 0.09 0.0417
1,3) 1/6 1,2 1 0 0.01 0.0417

(e.g., the fourth row in Table 3.3) is only 1%. Hence, we obtain a lower bound of Pgetect by

omitting observations that occur with low probability.

In the next section, we consider the worst-case scenario for the wireless network where the

adversary is able to perfectly observe all transmissions in the network.

3.6 Lossless Adversarial Observability (Worst-Case Scenario)

In this section, we consider the lossless observations adversary, which is a special case of the
lossy observations adversary. The lossless observations adversary perfectly observes each
transmission path x, i.e., the probability of observing y given that x was actually transmitted,

p(ylx) =1if y = x, and p(y|x) = 0 otherwise. Hence, it represents a worst-case adversary.

The objective function in the general problem formulated in Section 3.5.3 can simply be
replaced by (3.3),i.e., X max p(w, x). Similar to Section 3.5.3, we introduce a variable z, to

xeX wey

match the value of max p(w, x), at the optimal solution, along with the inequality constraint:
wey

zy — pxlw)p(w) =0, VxEX,LUEVZ.

This allows the optimization problem for the lossless observations adversary to be formulated
as the linear program in Problem (3.11). In addition, the problem can be decomposed into

smaller subproblems for each source node u to solve in a distributed fashion (see Propo-
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sition 3.2). This allows the optimal solution to be computed in a distributed manner or in

parallel for efficiency.

DLPProb(G, {cp}nen, {p(W)} yeve, m):

minimize z

(P e eyt xezx ¥

{zxtxex

subject to ) pxlw)=1, Ywe V2
xeX
0<pxlw) <1, VxeX,we)V?
p(x|lw) =0, Ve XV, we)?

zx — p(x|lw)p(w) =0,Vx € X, we V?

[ Y pxlw) Y, ch] - min Y ¢y
hex x/

xeX xEeXW po

Y pw)

vey

<n, VYuel. (3.11)

Remark: Note that the difference between Problem (3.11) and the non-distributed optimiza-
tion in Problem (3.10) is that the first constraint for z, in (3.11) is localized. Specifically, each
x is localized to a specific source node u whereas in (3.10), each y could be produced by many

different source nodes.

Proposition 3.2. The DLPProb problem in (3.11) is block separable.

Proof. The key idea in proving the block separable property is that there are no complicating
variables in the objective function. In a lossless observation, the observed source node u must
be the first node to transmit. Hence, two routing paths x; and x, made by two different sources
u; and u, cannot be observed to be the same observation, i.e., y; # y». In other words, given
a w = (u, v) pair, the term p(y|w = (u',v)) =0 for all u' € V,u' # u. Let aand b represent the
column vector of decision variables p(x|w) and z, respectively. Since the objective function
ZX zy is a function of only b, it can be partitioned into |V| summations of the subvectors
Xe
by, by,... which corresponds to paths made by source node u;, uy, ... Similarly, it can be easily
shown that the optimization constraints can be partitioned to only include variables from the

subvector b; that correspond to a source node u;. Therefore, we conclude that Problem (3.11)

is block separable. O
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3x4 grid network

O_O_O e 20-node binary

line network tree network

Figure 3.4: Used network topologies in our simulation.
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Figure 3.5: Adversary’s detection probability Pgetect for the lossy observations model in a
10-node line network with different & and n parameters.

3.7 Simulation Results and Discussion

In this section, we study the adversary’s detection probability Pgetect Under the proposed
OPERA and compared it with other privacy-preserving routing schemes based on the Greedy
and Uniform heuristics, a baseline heuristic scheme [43], and the minimization of mutual
information. We varied the privacy budget 1 and evaluated the Pgyetect values against the
expected cost incurred by the schemes in various connected network topologies. We examined
the various schemes using the basic line, binary tree, and grid network topologies (see Fig. 3.4),
the random topology, in addition to two other real-world topologies from the Roofnet [95] and

Indriya [96] testbeds.

We assume (except for Section 3.7.6) that the links are symmetric, i.e., for each hyperarc
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h = (i,R) in the network, there exists |R| hyperarcs given by hy = (k,R), k € R, where i € Ry.
We let the cost of each hyperarc & € H be one, i.e., ¢, = 1. We also assume single-path routing
in Sections 3.7.1 to 3.7.4 and multipath routing in Sections 3.7.5 to 3.7.6. Finally, we assume
that w = (u, v) is chosen uniformly at random from the set of all possible node pairs where

Uu#u.

Performance metric: We plot the adversary’s detection probability curve to study the privacy-
utility tradeoff of OPERA and the baseline schemes. For a fixed cost incurred in expectation, we
consider the routing protocol that achieves higher privacy to be the superior one. Recall that a
higher privacy corresponds to a lower Pgetect, Which quantifies the amount of privacy provided
by the routing protocol. The expected cost incurred can be interpreted as the expected number
of additional dummy hops incurred by the privacy-preserving scheme and a high expected

cost corresponds to lower utility for the network.

Implementation details: The adversary’s detection probability curve is obtained by repeatedly
solving the optimization problem and baseline schemes for each cost incurred (granularity of
0.1) and computing its corresponding Pqetect Value. We used MATLAB's linprog solver to solve
the simulated scenarios for OPERA and the fmincon solver to solve the mutual information
minimization problem in Section 3.7.4. The default ‘dual-simplex’ optimization algorithm
was used in the linprog solver and the default ‘interior-point’ optimization algorithm was used

in the fmincon solver. The default constraint violation parameters were used.

We now discuss our findings under various network settings.

3.7.1 Lossy Adversarial Observations

We solve Problem (3.10) to obtain the optimal Pgetect Values for the proposed OPERA. Fig. 3.5
shows the Pgetect Values for OPERA and the approximation method in Section 3.5.4 for a
10-node line network with the erasure probabilities @ = 0.1 and a = 0.5. Recall that « is
the probability of not observing a given transmission # € x while » is the parameter in our

approximation method in Section 3.5.4.
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Generally, the Pgetect Values decreased as « is increased since the unobserved transmissions
may belong to a larger set of possible source-destination pairs. Also, a larger n value is needed
to better approximate Pgetect fOr larger a values. There exists an inverse relationship between
the value of n and the complexity of the optimization problem in (3.10), and a higher 7 results
in a more accurate estimate of the true Pgyetect at the expense of additional computational
costs. More performance degradation is experienced in the grid network compared to the line
network as the number of possible w pairs increases when less transmissions are observed.
Interestingly, the optimized paths from the approximation method coincided with the optimal
paths of the original method in our simulation, i.e., the adversary’s detection rate does not

increase even if he uses (3.2) while the system uses the approximation method.

3.7.2 Comparison with Greedy and Uniform Heuristics

From this section onwards, we assume a lossless observations adversary. We solved Prob-
lem (3.11) to obtain the optimal Pgetect values for the proposed OPERA. The details for the

Greedy and Uniform heuristics are given in Algorithm 3.2 and Algorithm 3.3 respectively.

In the Uniform heuristic, we select a path uniformly at random from all valid paths that serve
w (similar to [52] where the authors in [52] proposed a dummy packet injection scheme that
randomly (uniformly) transmits a dummy packet to a chosen receiver located m hops away
from the destination where m > 1. However, the scheme was designed for an adversary with
local observability. Hence, we used a uniform heuristic that follows the authors’ main idea of
making the transmission paths “completely random instead of a directed one”) subjected to
the privacy budget. In the Greedy heuristic, we always greedily send the packets via the path
containing the most number of receivers, subjected to the privacy budget. Similar to OPERA,
the two heuristics exploit knowledge of the network graph G to provide better privacy. As such,
they provide an upper bound on the achievable privacy for other heuristics that use only local
network topology information. However, the privacy budget constraint applies to each path x

instead of the expected privacy budget for each source node as used in OPERA.
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Figure 3.6: Adversary’s detection probability Pgetect under the Greedy and Uniform heuristics
and the proposed OPERA, for single-path routing in the line, binary tree, and grid networks.
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Figure 3.7: Adversary’s detection probability Pgetect under the Greedy and Uniform heuristics
and the proposed OPERA (with single-path routing), averaged over five randomly generated
80-node networks.

Figs. 3.6a, 3.6b, and 3.6¢c show the Pgeect Values of the two heuristics and the proposed OPERA
under different network topologies with the single-path constraint. For most values of the
incurred cost, there existed a significant difference (up to 50%) in the performance of the two
heuristics compared to OPERA. In Figs. 3.6a and 3.6b, the performance of the Greedy heuristic
was worse than the Uniform heuristic at lower privacy budgets despite greedily choosing the
path with the most number of receivers. This indicates that increasing the number of receiver
nodes does not necessary translate to better privacy. In fact, the difference between the Greedy
heuristic and OPERA can be quite significant as shown in the figures. The Uniform heuristic
does not converge to the maximum achievable privacy even when the privacy budget is slack,
unlike the Greedy heuristic. In Fig. 3.6c, which uses a grid topology, the Uniform heuristic
will uniformly pick each valid shortest path that serve w (which leaks information about the
destination) while the Greedy and OPERA methods tend to choose a single path. Hence, this

resulted in a higher Pgetect for the Uniform heuristic even when the expected cost is zero.

Lastly, Fig. 3.7 shows the Pgetect Values of the Greedy and Uniform heuristics and the proposed
OPERA (with the single-path routing constraint), averaged over five randomly generated 80-
node networks. The Pgetect Values have a similar trend to the results from the smaller 20-node

line network in Fig. 3.6a where OPERA outperforms the Uniform and Greedy heuristics.
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Table 3.4: Possible (lossless) observations and their corresponding likelihood P(Y = y|W = w)
for the Greedy and Uniform heuristics (see Algorithms 3.2 and 3.3 respectively) in a 3-node
line network. Assume that the privacy budget 1 is unbounded.

Source-dest. | Prior prob. | Path Likelihood
pair w PW=w) | x=y P(Y=ylW=w)
Greedy | Uniform

(1,2) 1/6 1 0 0.5
(1,2) 1/6 (1,2 1 0.5
(1,3) 1/6 (1,2) 1 1
2,1) 1/6 2) 1 1
2,3) 1/6 2) 1 1
3,1 1/6 (3,2 1 1
(3,2) 1/6 (3,2) 1 0.5
(3,2) 1/6 (3) 0 0.5

A simple example on the Greedy and Uniform Heuristics is provided to facilitate understand-

ing.

Example: Greedy and Uniform Heuristics

Consider a 3-node line network, similar to our earlier example in Section 3.5.4. The path
selection under the Greedy and Uniform heuristics is illustrated in Table 3.4. For ease of
reading, we only list the source node of each hyperarc #; in the transmission paths x and y in
the table. Given w = (1,2), the Uniform heuristic will select routing paths x = (1) and x = (1,2)
with equal probability, see rows 1 and 2. The Greedy heuristic on the other hand, always picks
x = (1,2) over x = (1) with probability one. Notice that the Greedy heuristic is deterministic
(i.e., it always picks the path containing the most number of receivers) while the Uniform

heuristic is probabilistic (i.e., it uniformly picks a path x from the set of valid paths X'%).

3.7.3 Comparison with the Sink Simulation and Backbone Flooding Schemes

We compared our proposed OPERA against an existing protocol proposed by Mehta et al. [43].
Similar to our work, Mehta et al. proposed the sink simulation and backbone flooding schemes
in [43, Section 5.2] to provide location privacy for the network sinks under the same global

adversary assumption as considered in our work. As the work in [43] considered a wireless
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Algorithm 3.2: Greedy routing for preserving source-destination privacy.

GreedyRouting(G, {ci} her, (P (W)} ey2,n, w) :

Input :Network graph G, transmission cost {cj,} e, the prior probabilities {p(w)} ¢y 2,
privacy budget 1, and source-destination w = (u, v).

Output:Path distribution p(x|w).

Compute the cost of the minimum-cost path from u to v: cyin(w) = m)i(n Y cp.
XEXY pex

Compute the set of paths X’ that satisfy the privacy budget n where

X'={x:xeX", ¥ cp—cmin(w) <n}

hex

Initialize p(x|w) =0 forall x € X”.
5 Select a path x* with the most number of receivers, i.e.,

x* =argmax|{r:reR;, h; =(s;,Ri), h; € x}|.

xeX'’

Set p(x*|w) = 1 and use routing path x*.

Algorithm 3.3: Uniform routing for preserving source-destination privacy.

UniformRouting(G, {cp}nen, (p(W)} ey, n, w) :

Input :Network graph G, transmission cost {cy,} e, the prior probabilities {p(w)} ey,
privacy budget 1, and source-destination w = (u, v).

Output:Path distribution p(x|w).

Compute the cost of the minimum-cost path from u to v: cpin(w) = m/{/n Y ch-
XEXY pey

Compute the set of paths X" that satisfy the privacy budget n where
X'={x:xeX" ¥ cp— cmin(w) <m}
hex

—L_foreach x e X”.

X7
Randomly select a routing path x according to the path distribution p(x|w).

Set p(x|w) =

74



3.7. Simulation Results and Discussion

sensor network setting where all source nodes transmit to a common sink, we have to modify
their proposed sink simulation and backbone flooding schemes to suit our setting. Mainly,
we arbitrarily assigned the same L simulated (fake) destination nodes for each destination
node in the sink simulation technique and let the source node transmit to all the L simulated
(and the true) destination nodes using the shortest path routes. To avoid double counting the
transmission costs, we allow all transmissions to be piggybacked into a single transmission if
the routes overlap. For the backbone flooding scheme, we do not use the proposed approx-
imation algorithm for constructing the backbone network. Instead, we used the minimum
spanning tree to flood a packet to the entire network. The minimum spanning tree minimizes
the total transmission cost needed for flooding a packet to the entire network, and hence is an

ideal backbone network.

Fig. 3.8 shows the Pgecct Values of the sink simulation and backbone flooding schemes and
the proposed OPERA (with the single-path constraint), averaged over five randomly generated
80-node networks. In the sink simulation scheme, we varied the value of the L parameter from
2-79 and computed the corresponding Pgetect Values for the cost incurred. The performance
of the sink simulation technique is significantly worse (up to five times higher Pgetect) than
OPERA for the same amount of cost incurred. This is true even for large L values as the
privacy of the source-destination pair is not necessary proportional to the number of receiver
nodes (simulated sinks). Although the performance of the backbone flooding scheme is
slightly better than OPERA, it is not flexible enough to allow users to specify a privacy budget
constraint. Hence, depending on the network application, it can result in excessive costs. Note

that multipath routing was permitted in the backbone flooding scheme.

3.7.4 Comparison with Mutual Information Minimization

Mutual information [97-103] has been used in the literature to measure the information
leakage of some anonymous event. Specifically, in our context, it can be used to quantify the
source-destination anonymity of a protocol or to measure the privacy leakage (see Defini-

tion 3.3) by the routing protocol.
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Figure 3.8: Adversary’s detection probability Pyetect under the sink simulation and backbone
flooding schemes proposed in [43] and the proposed OPERA (with single-path routing), aver-
aged over five randomly generated 80-node networks.

== OPERA (line)
Ml (line)

- OPERA (tree)|]

===M| (tree)

.
% ne OPERA (grid) |

== MI (grid)

~ iy
i}
’-'-‘-\-I-I-!-Vll-y-\-\-\-l

Adversary’s Detection Prob. Pyetect

0 1 2 3 4 5
Cost Incurred (Expected)

Figure 3.9: Adversary’s detection probability Pgetect under the mutual information minimiza-
tion approach and the proposed OPERA, for single-path routing in the line, binary tree, and
grid networks.
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Definition 3.3 (Privacy Leakage). Consider agraphG. Let W be a random variable representing
the source-destination pair w € V?, and Y be a random variable representing the observed node
transmission path y € ). Let p(w) be the prior probability for a source node u to communicate
with the destination node v and p(w, y) be the joint probability of observing both y and w. The
average amount of information (or privacy) leaked by a protocol is measured by the mutual

information, which is given by:

IW;Y)=H(W)-HWIY)

Y Y pwy)log———— Pub,y)

weV? yey pw)p(y)
pylw)p(w)
= pylw)p(w)log———
WEZVZJ%; p(w)p(y)
w
= Z Z p(ylw)p(w)log Pl ). (3.12)
wer? yey 1487
where H(W) is the Shannon entropy (or uncertainty) of W givenby HW) = — Y p(w)log p(w)
we)?
and HW1Y) is the conditional entropy of W given by HW|Y) = wezv ygyp(w ,Y) log o wy)
= ¥ ¥ plw)pw)log ki

weV2 yey

Entropy H(W) can be interpreted as the amount of information needed (by an adversary) to
identify the w € V? pair while mutual information I(W; Y) is the reduction in the uncertainty
of W due to the knowledge of Y. I(W;Y) can be used to quantify the loss of privacy for w (or
equivalently, the amount of privacy leakage) of the protocol where a smaller I(W;Y) value
indicates better privacy for w. The value of I(W;Y) is zero (minimum) when W and Y are

independent and equals to H(W) (maximum) when A is a deterministic function of Y.

To fairly compare our proposed OPERA against the mutual information minimization, we
replace the function in the objective function of Problem (3.11) with the mutual information

term in (3.12).

Fig. 3.9 shows the Pgetect Values of the mutual information minimization problem and the
proposed OPERA for the line, binary tree, and grid networks. It is observed that minimizing

mutual information results in a higher Pgeect Value (and hence, less privacy) compared to

77



Chapter 3. Mitigating Traffic Analysis Attacks in Wireless Networks

OPERA when the privacy budget is tight. Interestingly, we observed that different mutual
information values may correspond to the same Pgetect Value when the privacy budget is
slack. However, the converse is not true in our simulations. For the same number of nodes,
the privacy difference is largest in the line network (up to 15%) and smallest in the grid
network (up to 6%). However, minimizing mutual information is still superior to the Greedy
and Uniform heuristics. Therefore, despite being commonly proposed as a measure for
privacy [99, 100,102, 103], minimizing mutual information may not be ideal in our case where

a MAP adversary was considered.

3.7.5 Comparison of Single-path and Multipath Routing

We studied the effects of using multipaths M = {x;, x,, ...} where at least one path x; will reach
the destination node. In the multipath routing, the routing paths x € X in Problem (3.11)
are replaced by a set of paths M = {x},x,...}. The Pgetect values for the single and multipath
routing in the line, binary tree, and grid networks are given in Figs. 3.10a, 3.10b, and 3.10c

respectively.

Generally, for a fixed incurred cost, the multipath variants are able to achieve more privacy
compared to single-path at the expense of higher computational cost. The improvement in
Pgetect for the proposed OPERA appears to be mild in the line network and does not have
any significant effect in the grid network. However, the improvement is more significant in
the binary tree network as the privacy budget becomes slack. This is because the multipath
approach can improve privacy in scenarios where a leaf node is communicating with another
leaf node in the same subtree. When the route is restricted to only a single path, the destination
can be easily linked to the same subtree as the path does not travel to other subtrees. This
severely limits the number of receivers and lowers privacy when the privacy budget is slack. In

practice, the single-path routing constraint can be used if the privacy budget is tight.
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Figure 3.10: Adversary’s detection probability Pgyetect under the Greedy and Uniform heuristics
and the proposed OPERA, for multipath routing in the line, binary tree, and grid networks.
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Figure 3.12: Adversary’s detection probability Pgetect under the Greedy and Uniform heuristics
and the proposed OPERA for the Indriya network with multipath routing.

3.7.6 Using Network Topologies From Real-World Testbeds

To evaluate the practicality of OPERA in real-world topologies, we used topologies from the
outdoor Roofnet [95] and indoor Indriya [96] testbeds, and the corresponding Pgetect Values
are shown in Figs. 3.11 and 3.12 respectively. The Roofnet testbed consisted of nine IEEE
802.11b wireless nodes installed in the apartments of volunteers near Massachusetts Institute
of Technology and covers approximately one square kilometer. On the other hand, Indriya [96]
is a large-scale indoor wireless sensor network testbed deployed at the National University of

Singapore. It consists of 127 TelosB motes and covers 3 floors of a building.

For the Roofnet network, we used links with more than 10% delivery rate (includes three
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non-symmetric links). For the Indriya network, we considered a subset of 18 nodes, arbi-
trary selected from each room of the network to reduce the computation complexity. The
performance of OPERA in the two mesh-like real-world topologies are similar to our earlier
results in the grid topology. There exist little differences in Pgetect between the single-path
and multipath routing for the proposed OPERA. Hence, the single-path optimization problem

which has lower computational complexity may be used for such real-world networks.

3.8 Conclusion and Future Work

In this chapter, we have developed a statistical decision-making framework to optimally solve
the privacy-preserving routing problem in wireless networks given some utility constraints
assuming a powerful global adversary that uses the optimal maximume-a-posteriori (MAP)
estimation strategy. We showed an example of how heuristic methods may not be able to
achieve the maximum possible privacy for a fixed transmission cost incurred and developed
the OPERA algorithm, which uses linear programs to minimize the detection probability of
the lossy and lossless observations adversary. We showed via simulations that our approach is
significantly better than the Uniform and Greedy heuristics, the sink simulation and backbone

flooding schemes, and the mutual information minimization scheme.

For future work, it would be interesting to study the privacy-utility trade-off problem for
mobile networks. For mobility scenarios, our scheme may use source routing protocols that
extend the well-studied dynamic source routing (DSR) routing protocol for wireless mobile ad
hoc networks when the mobility is limited and the mobility patterns are known. The expected
amount of transmission overhead may be computed when the mobility patterns are known
but the computational complexity may be very costly when there is high mobility among
the nodes. Also, note that the use of DSR introduces a large communication overhead as
the protocol needs to map the routing information to all other nodes via a route discovery
phase, which is basically flooding-based although it uses heuristics to avoid sending duplicate

packets.
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Since our proposed OPERA computes the optimal solution for the privacy-preserving routing
problem, we are able to compare the performance of existing heuristic solutions. This allows
one to find or design a good enough heuristic solution that is fast to compute and ideally has a

consistent privacy performance in many network topologies.
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Chapter 4

Wireless Routing with Privacy Guaran-

tees

We consider the routing with privacy guarantees problem in a wireless network where a
Bayesian maximum-a-posteriori (MAP) adversary is able to observe all the transmission
activities in the entire network. We focus on protecting the privacy of the source-destination
identities by designing a (k, €) -anonymous routing protocol (see Definition 4.2). The latter
ensures that the true source-destination pair w is safely hidden among a set of (k—1) or
more other distinct source-destination pairs where each w pair is just as likely to be the true
source-destination pair. The routing with privacy guarantees problem is challenging as the
interpretation of privacy guarantees is very subjective. For example, the work in [36] designed
a periodic flooding scheme that provides statistical privacy guarantees against timing-based
traffic analysis attempts. However, the authors did not considered the scenario where the
adversary has (side) information on the prior probabilities of each source-destination pair
communicating. We provide an example in Section 4.4 where the flooding scheme does not
provide any privacy for a participating source-destination pair. As such, our introduced (k, €)-
anonymity property considers all prior information and assumes a Bayesian adversary that
uses the optimal MAP inference strategy to identify the communicating source-destination
pair. We use the optimization approach to compute the minimum-cost path distribution that

achieves the (k,€)-anonymity property.

Part of the work discussed in this chapter is included in [104].
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4.1 Introduction to Privacy Guarantees

Ensuring the privacy of the communicating parties in wireless communications is a challeng-
ing problem that has been widely studied in the literature [37, 39,44, 65,105-108]. Due to the
broadcast nature of the radio signals, the wireless communications are very vulnerable to
passive eavesdropping attempts which are difficult to detect. After collecting enough sniffed
traffic data, an adversary can use various traffic analysis techniques [37, 39, 44, 65, 107] to
correlate the traffic patterns and compromise privacy, e.g., the source-destination identities
of each wireless communication. Thus, various privacy-preserving routing schemes such as
probabilistic routing [105, 106] (and our works [37,65] described in Chapter 3) have been pro-
posed for privacy-concerned users. These works mainly focus on minimizing the adversary’s

average detection probability but not directly on providing privacy guarantees.

Although minimizing the average adversarial detection probability does improve the privacy
of most nodes, it may not provide privacy guarantees for the vulnerable nodes that require the
most protection. Typical privacy metrics like the probability of successful packet tracing [39],
probability of successful time correlation or rate monitoring attacks [37], or even entropy-
related metrics [43,109] depend heavily on the assumed adversary’s capabilities and traffic
analysis technique. As such, these techniques may not provide ample privacy when the
adversary’s observation capabilities are underestimated or the adversary uses a different traffic

analysis technique not considered in the model.

On the other hand, k-anonymity [110] and differential privacy [111] are two widely studied
privacy frameworks for strict privacy guarantees. The need for strict privacy guarantees
have been motivated by past privacy leakage incidents as highlighted in [110]. With the
increasing number of wireless devices being adopted in the Internet of things (IoT) era, there
is aneed to design a wireless routing scheme that provides strict privacy guarantees to prevent
embarrassing privacy leakage incidents. This is essential if the new wireless IoT technologies
are to be widely adopted by consumers. The key idea behind k-anonymity is to guarantee

that each individual cannot be distinguished from at least (k — 1) other individuals. Despite
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Source-Destination pairs Observed paths

w = (u,v) ye)y

p(ylw)
Optimization variables Global Adversary

Figure 4.1: Mapping from the source-destination pairs w = (u, v) to the actual observed node
transmission paths y by an adversary who wants to identify w from y.

this, some works [109, 112] have highlighted the vulnerability of a k-anonymized dataset
to correlation attacks that exploit a lack of diversity as well as vulnerability to adversaries
with side information. However, the privacy guarantees make k-anonymity very attractive
and subsequently, k-anonymity was applied to the location privacy domain [113]. Another
stronger notion of privacy is differential privacy [111]. Different from k-anonymity and its
extensions, differential privacy does not permit the release of a sanitized dataset and instead
limits users to submit database queries. Random noise (e.g., Laplacian) is added to the original
query result, and the noisy result is returned to the users. While differential privacy offers a
formal, rigorous mechanism for achieving privacy in database query-based applications, it is
not directly applicable to our wireless routing problem because there is no query mechanism.

As such, random noise (e.g., Laplacian) cannot be added to the query results.

Therefore, we adopt the (k,€)-anonymity property (adapted from k-anonymity) for privacy
guarantees in wireless networks. However, we use the probabilistic routing approach [37,65]
(as previously described in Chapter 3) instead of the traditional generalization and suppression
methods in k-anonymity. Our routing with privacy guarantees problem is illustrated in Fig. 4.1,
where for such a generic system setup, we design a statistical decision-making framework to
optimize p(y|w), the probability of the wireless network transmitting a routing path y, given
a source-destination pair w. Our goal is to find a minimume-cost (k,€)-anonymity routing

solution for the wireless network.
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We consider a Bayesian MAP adversary that acts based on the most probable a posterior
belief of the most likely source-destination pair w. We consider two adversary models, one
which provides worst-case guarantees of privacy where the adversary has (side) information
on the prior probabilities of each source-destination pair communicating, and the second
model is where the prior probabilities are not completely known. Furthermore, we derive
the worst-case protection assuming the adversary is able to perfectly observe all wireless
transmissions in the network. In this way, our strong adversarial assumptions mitigate the
vulnerabilities of the original k-anonymity scheme [109, 112] and provide privacy guarantees
in the worst-case scenario. In addition, we study in detail how the adversary’s prior beliefs

affect its detection rate.

4.1.1 Contributions

To the best of our knowledge, this is the first work that addresses the routing with privacy
guarantees problem in wireless routing via a statistical decision-making framework that

considers a powerful MAP adversary with global observability.

The key contributions of this work can be summarized as follows:

* We propose the (k,€)-anonymity property for wireless communications to provide
source-destination privacy guarantees and formulate a mixed-integer linear programing
(MILP) problem to minimize the expected cost incurred by the (k,€)-anonymous routing

scheme.

* We design a statistical decision-making framework to model two types of Bayesian MAP
adversaries, one with complete information on the communication patterns and the
other will only partial information. We also study in detail how the adversary’s prior

beliefs affect its detection rate.

¢ Our simulation results show that our (k, €)-anonymity routing scheme provides signif-

icantly better privacy guarantees while having comparable adversary detection rated
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Table 4.1: Notation.

G connected hypergraph representing the network.
V setofnodes in the network.
H setofall (directed) hyperarcs in the network.

‘R) hyperarc that represents a source-receivers pair where
se Visthe source node and R <V is a non-empty set of
receiver nodes adjacent to s.

w= (u,v) source-destination pair where ue€V, veV are the
source and destination nodes respectively.

y = (h1,hy,...) observed routing path.

Y setofall possible paths y in the network.
Y%  setof all possible paths y that serve w.
cp cost (e.g., transmission cost) for using hyperarc h.
w(y) estimator for w given observation y.

compared to a baseline probabilistic routing scheme that minimizes the average detec-

tion rate (when € is approximately zero).

4.1.2 Notation

The table of notation used in this chapter can be found in Table 4.1.

4.2 Related Work

In a multi-hop wireless network, any two communicating nodes will need to decide on a
routing path to deliver their data packets. However, the routing paths may easily leak the
location privacy of the communicating source-destination pair if they are not carefully chosen.
For example, if the shortest path is used, then the source node is always the first node that
transmits while the destination node has to be in the audible range of the last transmitting
node (but not the second last or any other previous transmitting node). Depending on the
network topology, the set of possible source-destination pairs may be very small, which may

not provide ample privacy.

Hence, early works on location privacy relied on flooding-based approaches to cover the

true traffic pattern of the communicating nodes. However, the flooding-based approaches
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(e.g., the baseline flooding method in [105] or in [36]) are not viable solutions in general as
they consume too much vital network resources like energy, throughput, and latency. In
response, probabilistic (or randomized) routing approaches were developed. Probabilistic
routing uses less overheads and can offer comparable privacy protection as the flooding-
based approaches. The probabilistic flooding and random walk-based routing approaches
were proposed in [105] to enhance the location privacy of the source node against a local
(observability) adversary, and [114] designed a greedy random walk-based routing scheme to

reduce the energy consumption of the flooding-based approach.

Subsequently, the work in [115] proposed routing packets via multiple dummy paths that
disrupt packet tracing attempts and [21] proposed a similar dummy packet injection and
path diversity scheme to de-correlate the incoming and outgoing traffic pattern at each node.
The randomized routing scheme was further optimized in [106] where the randomly selected
forwarder nodes were chosen based on their angle and quadrant from the source node to
improve the source location privacy. To provide sink location privacy, the work in [43] proposed
a backbone flooding and dummy sink scheme that mitigates a global adversary who is able to

observe all node transmissions in the network.

As the prior works simply relied on heuristic approaches to fine-tune the privacy-utility
trade-offs of the probabilistic routing, our work in [65] (described in Chapter 3) formulated
the privacy-preserving route selection problem as a linear program, which optimizes the
routing (path) distribution that minimizes the average detection probability of a Bayesian
MAP adversary, subjected to a privacy budget. Although minimizing the average detection
probability of an adversary generally provides privacy for the communicating nodes, there
are no privacy guarantees for each source-destination pair. We highlight in our motivating
example (Section 4.4) that there exists a subtle difference between minimizing the average
detection probability of an adversary and providing privacy guarantees. The latter may be

more attractive for privacy-sensitive users.

To provide privacy guarantees for nodes in a wireless network, cryptographic group signatures
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were used to ensure k-anonymity for the destination node against intersection-based attacks
in [116], and active tracing attacks in [117]. However, the cryptographic solutions alone do not
provide protection against adversaries with global observability. The address this, the work
in [113] proposed a routing scheme that achieves k-anonymity for the destination (sink) node.
The authors then formulated a non-linear optimization problem to partition the network into
k regions that are equally likely to contain the sink node given a constraint on the safety period
of the sink detection. However, the authors did not rigorously quantify the amount of privacy
of the sink node and instead rely on the heuristic safety period metric, which represents
the amount of time for the adversary to location mine or visually search for the sink node.
The heuristic safety period metric, also used in [105] decreases the reliability of the provided

privacy guarantees.

The work in [36] proposed a periodic flooding scheme that provides statistical privacy guaran-
tees against timing-based traffic analysis attempts. However, the authors did not considered
the scenario where the adversary has (side) information on the prior probabilities of each
source-destination pair communicating. Depending on the prior distribution, it may be hard

for the proposed scheme to provide privacy guarantees.

Therefore, in this work, we considered a Bayesian adversary that uses the well-studied and
optimal MAP estimation method [81] for estimating the source-destination identities of each
observed routing path. As such, any other sub-optimal adversary is unable to perform better

than our stated privacy guarantees, which considers the worst-case scenario.

4.3 System Model

In this section, we first present the network model and notation used before briefly describing
the parameter identification problem, and the adversary model. We apply a similar network
model and notation as used in our earlier Chapter 3 and consider the scenario where a source
node wants to send a packet to a single destination node in a static multi-hop wireless network

with an eavesdropping adversary. The source node must determine a routing path from itself
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to the destination via a routing scheme (e.g., the shortest-path routing). We assume that
source routing is used and we focus on designing a probabilistic privacy-preserving routing
scheme (as illustrated in Fig. 4.1) that provides (k, €) -anonymity for the communicating source-
destination pair w. Our optimization variables are the observation distribution p(y|w) which
determines the probability of observing y given a source-destination pair w. A motivating

example for the proposed (k, €)-anonymity (see Definition 4.2) is given in Section 4.4.

4.3.1 Network Model

We assume that only one node can transmit at any time instant and when a node transmits, all
its one-hop neighbors are able to receive the transmission due to the wireless broadcast nature

of the network. The graph notations (see Table 4.1) used in the this chapter are as follows:

* Let the static wireless network represented by a connected hypergraph G = (V, H) where
V represents the set of nodes and H represents the set of (directed) hyperarcs. A hyperarc
h = (s, R) represents a source-receivers pair where s € ) is the source node and R €V is

anon-empty set of receiver nodes adjacent to s.

e Let w = (u, v) represent a source-destination pair, where u € V, v € V are the source and

destination nodes respectively.

* Let )V represent the set of all possible (observed routing) paths y = (hy, hy,...) in the
network comprising of the distinct hyperarcs h;, and let " be the set of all paths y
that serve the source-destination pair w = (u, v), i.e., h; = (4,’R1) and there exists a
h; = (n;,R;) € yand v € R;. Note that y is not limited to a single-path only (multipath

routing is possible as long as the destination node is able to receive the transmissions).

* Let c¢j, = 0 represent the cost (e.g., transmission or latency cost) for using a hyperarc h.
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4.3.2 Preliminaries: The Parameter Identification Problem and (k, €)-anonymity

Property

In Bayesian theory, the unknown parameters of a model are treated as random variables with
an a priori distribution. After observing realizations of the observations in the model, the a
priori prior beliefs on the likely values of the parameters are updated with the observations
through the likelihood and then re-quantified in the posterior distribution. This represents
the conditional beliefs one holds about the likely parameter values of the model having seen a

realization of the world through the observations.

In our context, the model parameters are the source-destination pair w. An adversary will hold
an a prioribelief on w, which is then updated in its posterior belief. This is achieved in the
wireless routing problem, by the adversary estimating w from an observed sequence of wireless
transmissions paths y. However, if the model is said to be non-identifiable, then it is difficult
to estimate the unknown parameter of interest [118], which is the source-destination pair w
in our case (see Definition 4.1). This is because there could be multiple source-destination

pairs that are equally likely to be the true source-destination pair.

Typically, the notation of identification of model parameters is a likelihood based concept, in
which the maximum likelihood estimator is non-unique for a given observed sequence of data.
In the posterior setting, we may consider a simple example where this may arise for posterior
point estimation in an analogous manner. Consider the case of a non-identifiable likelihood
for model parameters, say in our context w, for a given observation y. Then if an uniformative
prior is used by the adversary for w, the resulting posterior will have non-unique posterior
maximum-a-posteriori (MAP) estimator [81]. We will consider in this sense, the notion of
non-identifiability of the posterior point estimator, corresponding to the MAP estimator.
Note, many classes of prior belief may result in non-unique MAP estimators, especially in the
discrete network settings considered in this manuscript. We define this notion more formally

below.

Definition 4.1 (Unidentifiable Source-Destination Pair). Consider the parameter space VV and
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an observation y. A source-destination pair wy € V is unidentifiable if there exists one or more

wy € W where wy # wy and p(wyply) = p(w1ly) = i}neavy\sp(wly).

Identification problems may arise when the likelihood function (or observation distribution)
is relatively flat, e.g., when p(ylw) = c for all w € VW where c is a constant. This results
in the posterior probability being given by p(w|y) < p(w), and hence the observations y
are considered non-informative. Since the unidentifiable parameters cannot be uniquely
identified, they cannot be estimated consistently using Bayesian estimation methods [119].
However, in this chapter we consider identification challenges for the adversary in forming
MAP estimates of w to be a significant advantage, the more we may induce this feature on
the adversary’s posterior beliefs, the more successful we will be at providing anonymity for w.
Hence, the unidentifiable parameters are of interest to us because they impede estimation

attempts by an adversary.

However, the unidentifiability property does not quantify the amount of “non-identifiability”
of a parameter. Hence, we introduce the concept of (k,€)-anonymity (see Definition 4.2) to
quantify the amount of “non-unidentifiability” for a parameter. Mainly, we require there to
be at least k number of unique source-destination pairs that have posterior probabilities
close to the maximum posterior probability, i.e., within an € tolerance of the posterior MAP
probability. With respect to our wireless routing problem, the (k,€)-anonymity property is
a “hard” constraint that guarantees privacy for each source-destination pair w, i.e., the true
source-destination pair w is safely hidden among a set of (k — 1) or more other distinct source-
destination pairs where each w pair is just as likely to be the true source-destination pair. Note

that the set of likely w pairs are commonly referred to as the anonymity set.

Definition 4.2 ((k,€)-anonymity in routing). We say that a routing scheme satisfies the (k,€) -
anonymity property if for all observations y € ), there exist at least k source-destination pairs
w that have posterior probabilities p(w|y) within at most € difference from the maximum

posterior probability mell))% p(w|y) wheree = 0. The (k,€)-anonymity property can be achieved
we
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by satisfying the following constraint:

> ﬂ(rpeaﬁp(w'ly)—p(wly)SG)zk, Vye), 4.1)

weV?

where 1(:) is an indicator function which gives 1 if the condition inside the bracket (') is true,

and 0 otherwise.

We include a small difference of € in the posterior probabilities of the group of k most likely
source-destination pairs. This is because from a practical point of view, the users may not
distinguish between the probabilities 0.4999 and 0.5. However, depending on the network
topology, not all (k, ) values may be feasible. In practice, we could still obtain a flat likeli-
hood for a sub-network of a larger network. The k value which satisfies our (k,€)-anonymity

Definition 4.2, can be obtained by solving for:

k = mi 1 "ly) = <el. 4.2
mip X W pt/y -pu = o2

Suppose we have a source-destination pair wy that has the highest posterior probability
p(wly) for all observations y € Y in the worst-case scenario. Note, here we refer to the worst-
case scenario to be the one in which the realized observation sequence produced the highest
probability, amongst all possible observation sequences, of the true source-destination pair,
that is trying to be kept anonymous from the adversary. In this case, the (k,€)-anonymity
condition would ensure that in this worst case, and therefore for all other possible observation
sequence, there is at least (k — 1) or more other distinct source-destination pairs within an
€ tolerance of the posterior MAP probability. If the (k,€)-anonymity constraint in (4.1) is
satisfied, then there will always be at least k source-destination pairs that are just as likely to

be the true source-destination pair wy for each observation y € .
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4.3.3 Adversary Model

We consider an external, passive, and global adversary who observes a sequence of node
transmissions path y. The adversary’s goal is to detect the identities of the source-destination
pair w for each observation y, i.e., it aims to identify which node is talking to which node.
We assume that the adversary uses the detection strategy (4.5) to maximize its detection

probability denoted by Pgetect-

Adversary’s Information

We assume that the adversary is informed, i.e., it has complete knowledge of the network graph
g, the observation distribution p(y|w), and the (k,€) values used in our (k,€)-anonymity
scheme. In addition, the adversary may have knowledge of the prior probability for a source
u to communicate with a destination v, denoted by p(w) where w £ (u,v). In subjective
Bayesian analysis [120], the prior p(w) can be provided by a domain expert or inferred from a

historical dataset of previous transmission paths. We consider the following two scenarios:

(i) Complete Information: In the complete information model, we assume that the adversary
has complete access to the prior p(w). The complete information adversary is assumed in

Section 4.5.

(ii) Partial Information: In the partial information model, we assume that the adversary does
not have complete access to the prior p(w) and instead has a belief system on the prior, which

will be studied in Section 4.6.

Adversary’s Capabilities

We assume that the adversary is external and does not have access to the individual nodes in
the network and the contents of the communications, including the packet headers, which
are protected by encryption and do not leak any information on w. We also assume that the

adversary is passive and does not manipulate the network traffic by dropping or injecting
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packets to avoid detection. Lastly, we assume that the adversary has a global observability and

perfectly observes all node transmissions in the network.

Adversary’s Detection Strategy

Consider the problem of estimating w from observations y € ) related through the observation
distribution p(y|w) and the prior p(w). Given an observation y, the adversary aims to find
a good estimator for w, denoted by w(y). To find a good estimator for w, we first define the
adversary’s loss function to be the commonly used binary loss function:

e 0 ifw=wly),
L(w, w(y)) = (4.3)

1 otherwise.

This means that the adversary does not incur any loss if its estimator w(y) outputs the correct
w while all other wrong estimates are penalized equally. The expected loss (or the posterior
risk) is then given by:

p(w,Wy) = Y Lw,wy)pwly)
wew

=1-pw=wyly. (4.4)

The optimal decision rule that minimizes the adversary’s expected loss (4.4) is the MAP esti-
mator, which selects the estimate for w corresponding to the maximum posterior probability,
ie.,

wW(y) = argmax p(w|y). (4.5)
w

This results in the minimum possible expected loss of p(w, W(y)) =1 - mua}x p(wl|y) and the

adversary’s detection probability for an observation y:

Pgetect(¥) = p(w =w()y). (4.6)

95



Chapter 4. Wireless Routing with Privacy Guarantees

This leads to the adversary’s average detection probability for all y € )) being:

Pgetect = Z p(w:ﬁ/\(J’)U’) p). 4.7)
yey

Next, we provide a motivating example that highlights the need for strict privacy guarantees.

4.4 Motivating Example for (k,¢)-anonymity

We now give an example where minimizing the adversary’s detection probability does not

improve the privacy of a vulnerable source-destination pair.

Let w represent a source-destination pair. Suppose there are three sensitive source-destination
pairs wy, wy, ws to be protected, each with some a priori chance of occurrence p(w). Assume
that there are two routing paths y; and y» for w;, w», ws. For instance, we let w; = (1,7) where
node 1 is the source and node 7 is the destination, and y; = (1,2,3) and y» = (1,4,5) if the

destination node 7 is able to receive the packet transmissions from both y; and y».

Consider the two routing schemes A and B with the observation path distributions p(y|w)
listed in Table 4.2. Although both schemes have the same average adversarial detection proba-
bility of 0.5 (assuming the MAP adversary in Section 4.3.3), we say that scheme B outperforms
scheme A in the context of privacy preservation when viewed from the perspective of (k,€)-
anonymity, according to Definition 4.2. This is because given that the adversary knows both
p(w) and p(y|lw), it always selects w, as the actual source-destination pair every time y, is
observed in scheme A as this corresponds to the MAP posterior outcome, see Fig. 4.2. This
makes w; vulnerable and not private (compared to w» and ws) in scheme A as the adversary
always selects w;. In the event that the adversary is able to compromise the wireless node,

then w; will always be compromised.

On the other hand, if scheme B is used, then both w, and w- are equally likely to be selected if
y1 is observed (see Fig. 4.2), and w; and ws are equally likely to be selected if y» is observed.

Hence, w; is less vulnerable in scheme B as it only gets selected with 0.5 probability for any
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Table 4.2: Adversary’s detection probability Pgetect for routing schemes A and B and ¢ is
approximately zero.

Scheme A (k=1) Scheme B (k =2)

parameter | prior | pathl path 2 path 1 path 2

w pw) | pnlw) | p(y2lw) | phlw) | p(y2lw)

w, 0.5 1 0 0.5 0.5

wo 0.25 1 0 1 0

ws 0.25 1 0 0 1

Pgetect 0.5 0.5
0.5

— :
Bl Scheme A (k=1)
| |Scheme B (k = 2)|1

o©
N

o o
) w

Posterior probability p(w|y)
o
=

w1 W2 w3
Parameter

Figure 4.2: Posterior probability p(w|y) distribution of w1, w,, w3 under routing schemes A
and B for path y;.

given observation y. Therefore, we say that scheme B offers greater privacy guarantees since
there are always k = 2 equally likely source-destination pairs for any observation y whereas

k =1 in scheme A due to the vulnerable w;.

Note that our example also highlights the fact that scheme A, which is basically a flooding

scheme does not always provide the highest possible level of privacy guarantees.

4.5 Optimizing for Privacy Guarantees

In this section, we present a statistical decision-making framework that minimizes the ex-
pected cost of the privacy-preserving routing scheme that achieves the (k,€)-anonymity
property in Definition 4.2 via probabilistic routing. To achieve this, we set the observation

path distribution p(y|w) as the optimization variable in our cost minimization problem. The
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optimization problem is solved by the source node u and if the source node finds a p(y|w) dis-
tribution that achieves (k, €)-anonymity, then it can achieve the desired privacy preservation

by transmitting according to the p(y|w) probabilities.

We first describe the objective function and constraints of our routing cost minimization

problem before providing its mixed-integer linear programing (MILP) formulation.

4.5.1 Objective Function

Our objective is to minimize the expected cost of the (k,€)-anonymous routing scheme. Let
¢y = 0 represent the cost, e.g., transmission cost for using hyperarc k. For a given source-
destination pair w, we define the cost of using a routing path y to be the sum of the costs of
each hyperarc & € y in the path, i.e., ) cj. Thus, the cost of using the minimum-cost path

hey
that serves w is simply m%}n Y cp. Due to the probabilistic nature of our routing scheme, the
V'eVY hey
expected cost of using a (k, €)-anonymous path is defined as the expectation of the costs of

each path over all possible paths, i.e., Eycy [ hz ch] .
€y

Next, we define the additional transmission cost incurred by the (k,€)-anonymous routing
scheme for a given w to be the difference between the expected cost of using the (k,e)-

anonymous path and the cost of using the minimum cost path, i.e., Eyey [ ) ch] - m%}n Y cp-
hey Y'eVY hey

Finally, we define the cost of the (k, €)-anonymous routing scheme to be given by the expected

amount of additional transmission cost incurred by the network:

[EWEVZ [Ey€y [ h%}y(:h] _yr/relijrb hgyr Ch]
=) pw) [ Y pylw) ). ch] — min Y ch] i (4.8)
weV? yey hey VeV pey
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4.5.2 Network and Privacy Constraints

In order to correctly specify our (k, €)-anonymous routing problem, our formulation must
include: (i) the (k, €)-anonymity constraint, (ii) the valid p(y|w) probabilities that satisfy the
Kolmogorov’s probability axioms, and (iii) the valid routing paths y for the specified network

topology. Consider the following constraints:

Privacy constraint: The (k,e)-anonymity property is achieved by satisfying the constraint

stated in Definition 4.2:

> ]l(max p(w'ly)—p(wly)Se)zk, Vye).

wey? WEV?
Non-negativity of probabilities: A valid probability has to be non-zero and less than one.

0<plylw) =1, Vye), we)?. (4.9)

Sum of probabilities over support: The summation of the observation distribution p(y|w) over

its entire support )) must equal one.

Y pylw)=1, VYwe)l? (4.10)
yey

Valid transmissions: The source node u by definition must be the first node that transmitted
while the destination node v must receive the transmission at some point in the sequence
of routing path y. Hence, the following constraint restricts the valid paths y that serve the

source-destination pair w.

plylw)=0, Vye¢eV", welV? (4.11)
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PrivProb (G, {cp}then, IP(W)}wer2, k. €):

minimize p(w) plylw) cn| — min cnl,

{P(y\w)}yey,wevz WEZVZ I:[y;y hZEy ] y’Ey'” h;y, ]

subject to 0<pylw) <1, Vye), weV?
Y pylw) =1, YweV?
yey
p(ylw) =0, Vye YV, weV?
> ]l(mgxp(w’ly)—p(wly)se)zk, Vye).
weV? w

4.5.3 Problem Formulation: (k, €)-anonymity for Privacy Guarantees

Problem PrivProb attempts to minimize the expected cost of the proposed (k, €)-anonymous
routing scheme. Note that the p(w|y) term in the last constraint of Problem PrivProb can

be explicitly expressed in terms of the optimization variables p(y|w) using Bayes’ rule, i.e.,

p(ylw)p(w)

Y pylwp(w)*
weV?2

pwly) =

Mixed Integer Linear Programing (MILP) Formulation

Problem PrivProb is non-linear due to the privacy constraint (4.1). However, it can be re-
formulated as the MILP given in Problem PrivMILP by replacing (4.1) using the additional
constraints (4.12)-(4.15). Mainly, to linearize (4.1), we first introduce the binary indicator vari-
ables iy, ;, to estimate ]l( uI)I’lealz(z pw'ly)—pwly) < 6‘) for each observation y € ) and source-
destination pair w € V2. Next, we introduce the variables my, to estimate 3133(2 pw',y) for

each y, and finally, we have the following constraints:

(i) The sum of the indicator variables iy, ,, should be greater than or equal to k:

Y iywzk,  Vyel. (4.12)

weV?

(i) The indicator variable iy, can only be set to one when magi2 pw'|y) — p(wly) <e. By
w'e

definition of the max term, we have the constraint: ma\icz pw'|y) = p(wly),Vye€ ), which is
w'e
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PrivMILP (G, {ci} new, (P (W)} wey2, k, €):

minimize p(w) pylw) cp| — min cnl,

{p(y|w)}y€y’w€\;2, WEZVZ [[y;y hzey ] y’€y"’ hezy’ ]

{i."vw}ysy,wsvz'

{mylyey

subject to 0<=plylw) <1, Vye), wel?
Y pylw) =1, Ywe)?
yey
p(ylw) =0, Vye¢ YV, weV?
Y iywzk, Vye)y
weV?
my = p(ylw)p(w), VyeY, weV?
my - pylw)pw)<1- iy,w+e( Y p(ylw)p(w)), VyeY, weV?

wey?

iyw=0o0rl, VyeY, we >

equivalent to my, = p(w, y),Vy € ), where my is used to represent the term max pw',y). For
w'ey

each w € V2, we observe that my—p(ylw)p(w) <1,Vy €}, isalways true for all p(y|w) values,

while my — p(ylw)p(w) <0,Vy€ ), is only true if my — p(y, w) < e( Y pWyl w)p(w)). Hence,

weV?

the following constraint (4.13) ensures that the correctness of the indicator variables iy, ;.

my—p(ylw)p(w)sl—iy,w+€( > p(ylw)p(w)), Vye), we)?. (4.13)

weV?

(iii) The variable my by definition of maé(z p(w', y) should satisfy:
w'e

my=pylwpw), Vyel,wel? (4.14)

(iv) We limit the values of the indicator variables iy, ,, to either 0 or 1:

iyw=0orl, Vyey,weVz. (4.15)

We show using Lemma 4.1 that Problems PrivProb and PrivMILP are equivalent. While the

MILP formulation in Problem PrivMILP is still non-convex, its constraints (except the binary
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variable constraints) are linear. This enables LP-relaxation-based techniques to be used for
efficiently solving the problem. Solving MILP problems are addressed in [121] and efficient
techniques for solving MILP like branch-and-bound algorithms have been developed [122],
which have been widely studied and supported in many commercial solvers. In addition,
Problem PrivMILP can be easily decomposed into smaller sub-problems for each source
node u to solve in a distributed manner as there are no complicating variables between the

different source nodes.

Lemmad4.1. Problems PrivProb and PrivMILP are equivalent, i.e., the optimal solution {p(y|w)} yey, wev?
obtained by solving Problem PrivProb is also an optimal solution of Problem PrivMILP and vice

versa.

Proof. Suppose we obtain the solution {p(y|w)}cy,wey2 by solving Problem PrivMILP. Let
T be the set of iy, variables where iy,,, = 1. For each y € Y and w € V* where iy,,, € Z, the

following constraint must be true due to constraints (4.13) and (4.14) of Problem PrivMILP:

pylw)p(w) = my < p(ylw)p(w) +€( > p(yIW)p(W)). (4.16)

weV?

If we divide (4.16) by the constant term p(y) (or equivalently ). p(ylw)p(w)), we obtain:

weV?

p(wly) < —X < p(wly) +e, 4.17)
p)

for each y € Y and w € V? where iy, , € Z.

Separately, the expression inside the indicator function in constraint (4.1) of Problem PrivProb
can be expressed as:

p(wly)—e < max p(w'ly) < p(w|y) +e. (4.18)
w'e)?
However, the max term in (4.18), should by definition satisfy:

p(wly) < max p(w'|y),Vye Y, we V2
w'eV?
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This means if the solution {p'(y|w)} ey, w2 satisfies constraint (4.1) of Problem PrivProb,

then it should also satisfy the tighter bound:

p(wly) < Ir/leag2 p(W'y) < p(wly) +e. (4.19)
w

Thus, if the optimal solution {p(y|w)},cy,we2 0f Problem PrivMILP satisfies constraint (4.18),

then it also satisfies constraint (4.19) of Problem PrivProb since my/p(y) and mag2 pw'ly)
w'e

are both functions of p(y|w). This means that {p(y|w)} yeV,wev? is also a feasible solution in

Problem PrivProb.

Similarly, suppose we obtain the solution {p’(y|w)},ecy, wey2 by solving Problem PrivProb. If

{p'(ylw)} yeY, wev? satisfies constraint (4.19) in Problem PrivProb, then it also satisfies con-
straint (4.17) of Problem PrivMILP. Hence, the optimal solution {p'(y|w)} ey, wey2 is also a
feasible solution in Problem PrivMILP. Given that the objective functions of Problems PrivProb
and PrivMILP are the same, and that the optimal solutions for both problems are also feasi-
ble solutions for the other problem, we conclude that Problems PrivProb and PrivMILP are

equivalent. O

Computation Complexity and Heuristic Pruning

The computational cost for solving the MILP problem is influenced by the number of variables
p(ylw) and more importantly, the number of integer variables iy, ,, and the number of con-
straints. The number of variables and constraints in Problem PrivMILP is proportional to the
set of all possible paths ) in the network and the number of possible source-destination pair
V2. While the size of V2 is fixed for a given network size, the size of ) depends heavily on the
network topology, e.g., a denser network where every node has a large number of neighbors
will have a larger set of J compared to a sparser network of the same size. To reduce the
optimization problem size, we can pre-prune the non-feasible paths y ¢ Y%, which in turn
reduces the number of optimization variables p(y|w) and iy, . In addition, the size of J can

be further reduced by pruning paths that serve less than k source-destination pairs since the
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paths clearly cannot achieve the (k,€)-anonymity property.

4.6 Adversary Belief System Analysis

In this section, we consider an adversary that does not have complete information on the true
prior p(w) and study how it can strategically assign its prior p,(w) for the estimator wW(y).
This is useful as it allows us to estimate the adversary’s Pgetect Value given its prior p,(w). As
the adversary may only have limited or no access to a historical dataset, its estimate w(y) may
not match the actual source-destination pair w when p,(w) # p(w). In other words, there
could be a model mismatch for the adversary. Although the MAP estimator minimizes the
adversary’s expected loss, it may not be effective for an adversary with only partial information
as it has to assign a prior p,(w), which may not correspond to the true prior p(w). Hence,
the adversary may use a uniform prior for p,(w) (see objective Bayesian analysis [120]). By
Lemma 4.2, the uniform prior gives equal weights to all possible w pairs and reduces the

expected loss in the event that p,(w) differs greatly from p(w).

It is well-known that Bayesian methods may be strongly influenced by a given prior choice.
It is interesting therefore to see the effects of a poorly chosen adversary a priori beliefs. To
study this, we apply the concepts from decision theory and define a risk function to evaluate
the appropriateness of an adversary’s chosen prior p,(w), and how it affects the adversary’s
detection probability Pgetect- First, we define the Bayes risk to be the expectation of the

posterior risk function (4.4) over all observations y € V:

r(w,wy) =Y. pw,wy)py)

yey
= Y (1-pw=wwIy)pw. (4.20)
yey

The Bayes risk depends on the prior p(w), posterior risk function p(w, W(y)), the estimator

w(y), and implicitly, the prior p,(w) used by the estimator.

Next, we have the following Lemma 4.2, which states that the uniform prior always minimizes
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the maximum adversary’s Bayes risk.

Lemma 4.2. Assume that the prior p(w) is unknown to the adversary. The uniform prior
pa(w) =1/1V?|, Yw € V2, used to construct the estimator w(y) always minimizes the maximum

adversary'’s Bayes risk, i.e.,

max r(w, W(y)) < max r(w,fu\'(y)),‘v’iu\'(y)ew\,
p(w)e® p(w)eO

where W is the set of possible estimators.

Proof. From (4.20), we obtain the maximum Bayes risk:

pr(rl}j?é(@ r(w, w(y)) = p{?u?x@y% (1 -plw= ar/gwg,l)aer(W(y)ly)))p(y).

Suppose there exists a p(w) € © where p(w) = 1 for some arbitrary w’ and p(w) = 0 for all
other w € V?> where w # w'. For any given p,(w) and p(y|w), the maximum Bayes risk
occurs when w' = argmzin Y. p(w,y). Given that the adversary can choose between the
uniform prior denotelget]))y p);el:ﬁf(w) and a non-uniform prior pg,,,.unif(W), it is obvious that

MiN Pgpie(W0) > M Payyon (W) Therefore, the uniform prior pg,,;;(w) always minimizes
wey wey’

the adversary’s maximum Bayes risk r (w, W(y)). O

Finally, we analyze how p(w) affects the adversary’s Bayes risk r (w, wW(y)) under two special
cases - the flooding scenario, and conjugate model assumption. This allows us to estimate the

adversary’s Pgetect Values under the proposed (k, €)-anonymity scheme.

4.6.1 Flooding Scenario

To evaluate how p(w) affects the adversary’s Bayes risk r (w, w(y)), we define the least favorable
prior in Definition 4.3. The least favorable prior, from an adversary’s perspective leads to the
maximum Bayes risk, which is the worst case for the adversary’s decision making. Suppose

that each source node u uses the flooding approach to communicate with its destination node
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v, Lemma 4.3 states that the uniform prior is least favorable for the adversary. However, given
that the adversary has only limited or no access to a historical dataset and needs to assign
the prior p,(w) for its estimator w(y), by Lemma 4.2, the uniform prior always minimizes the

maximum adversary’s Bayes risk.

Definition 4.3 (Least Favorable Prior). Let © be the function space corresponding to all pos-
sible priors on the source-destination pairs. A prior distribution p(w) is least favorable if

r(w,wy) zrpw),wy)), Vp(w) €O.

Lemma 4.3. Consider a flooding scenario where the observation distribution p(y'|lw) =1,Yw €
V2, for a specificy', and p(y|lw) =0 forally € Y wherey # y'. Assume that the prior p(w) is

known to the adversary, the uniform prior where p(w) = 1/|V?|, Yw € V?, is least favorable.

Proof. From (4.20), the Bayes risk under the MAP estimator is given by

rw, @) = Y. (1-maxp@wly) pw. 4.21)
yey ﬁ(y)

The max term in (4.21) (which is related to Pgetect (4.7)) is minimized when p(w) is uniformly
distributed in the parameter space V2. This leads to the maximum 7 (w, T( y)) for the adversary.
Additionally, (k,€)-anonymity is achieved where k = |V| — 1 since the posterior distribution
p(wly) is uniform in ¥ — 1 when p(w) is uniform and p(y'|w) = 1,Yw € V?, for a specific y'.
This results in the lowest possible Pggtect Value of 1/(])| —1). Therefore, we have shown that

the uniform prior distribution p(w) is least favorable. O

4.6.2 Conjugate Prior Assumption

Assume that the adversary has complete information on the prior p(w). A closed-form ex-
pression of the adversary’s risk function can be derived analytically using the conjugate prior
assumption [123]. For example, if we assume the geometric-beta conjugate prior model, and
approximate p(y|w) with the path length observation distribution p(I|w) where [ represents

the length of the routing path, i.e., p(/|w) comes from a geometric distribution with parameter
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p; and the prior p(w) comes from a beta distribution with parameters («, 8), then the posterior
distribution p(w|y) also comes from a beta distribution with parameters (¢ + n, f + Z;.’zl 1),
where 7 is the number of observations and [; € £ is the observed path length for the ith

observation.

The conjugate prior assumption is analytically convenient and allows us to study the rela-
tionship between the adversary’s prior beliefs and its corresponding Bayes risk. The beta
distribution is commonly used in Bayesian statistical analyses and is appropriate as its sup-
port has a limited range from 0 to 1, which gives a valid prior probability in our case. More
importantly, the beta distribution has exceptional shape flexibility [124] and allow values to
be specified between an upper and lower bound. Thus, the distribution is general enough
to model the prior p(w) probabilities. The beta distribution has two parameters, commonly
denoted by a and 3, and is symmetrical when a = . Otherwise, the distribution becomes

skewed towards certain values as the difference between a and f increases. The mode of the

a+n—1

beta distribution happens at P

and hence, from (4.20), the adversary’s Bayes risk

is given by
a+n-1
L, W(y)) = 1- l
r(w, () IEZE( a+n+ﬁ+z;;11,-—2)p()
a+n-1
lezﬁwezvz( “+"+ﬁ+2?:11i—2)p

where p(llw) = (1 - p)' p; and p(w) = w* ' (1 - w)P~! rr(%g)

Next, we study the sensitivity of the adversary’s Bayes risk and how the (a, f) parameters of

the prior p(w) affect the Bayes risk using Lemma 4.4.
Lemma 4.4. The sensitivity of the adversary’s Bayes risk r (w, W(y)) are as follows:

Or(w,w(y)) _ 5 1-p-X7" L

or(w, w(y)) _ atn—1
B ,EZE @t prn+yr l-27 p. (4.23)

Proof. The partial derivatives of the Bayes risk are obtained by differentiating the Bayes risk
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r(w, w(y)) term in (4.22) with respect to parameters « and 3 respectively. O

To visualize the gradient of the Bayes risk, we set p; = 0.8 (non-flat likelihood) and show the
contour map for the Bayes risk r(w, w(y)) and its gradient in Fig. 4.3 for n =2 and Fig. 4.4
for n=20. From the figures, we observe that the uniform prior (where a¢ = = 1) may not
necessarily result in the maximum Bayes risk for the adversary when the likelihood is not flat.
However, it is clear that the a parameter caused a greater change in the gradient of the Bayes
risk and thus, played a larger role in the Bayes risk compared to the § parameter. A similar
pattern is observed when # is varied although the gradient of the Bayes risk decreased as 7 is
increased. Also, the gradient of the a and g parameters increased when p; is increased and
vice versa. Other conjugate prior models, e.g., the Poisson-Gamma conjugate prior model

may also be used when appropriate.

4.7 Simulation Results and Discussion

In this section, we study how our proposed (k, €)-anonymity scheme (i.e., Problem PrivMILP)
performs against a baseline scheme [65] (our work described in Chapter 3) that uses the
optimization approach to minimize the average adversary detection probability Pgetect (4.7)
without providing privacy guarantees for each source-destination pair w. Recall from our
adversarial model in Section 4.3.3 that the adversary seeks to maximize Pgetect (i-€., look
for source-destination pair with the highest posterior probability p(w|y) value) while our
proposed (k,€)-anonymity scheme ensures that for each observation y, there are at least k or
more distinct source-destination pairs that are likely (within an € tolerance of the maximum-a-
posteriori probability [see (4.1)]) to be the true source-destination pair. In the second part of
this section, we analyze how the adversary’s belief system for the prior p(w) affects its Pgetect

values.

Performance metric: We plot the anonymity set size curve for the proposed (k, €)-anonymity
scheme and the baseline scheme [65] to study the amount of privacy guarantees provided by

the schemes. For a fixed cost incurred in expectation, we consider the routing scheme with a
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Figure 4.3: Adversary’s Bayes risk r (w, wW(y)) and its gradient for p; = 0.8, and n = 2.
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Figure 4.4: Adversary’s Bayes risk r (w, w(y)) and its gradient for p; = 0.8, and n = 20.
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Figure 4.5: Used network topologies in our simulation.
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larger anonymity set size k value to be the superior one in terms of privacy preservation of w.
For comparison purposes, we also plot the adversary’s detection probability curve. Note that
in general, a lower Pgeect Value also provides privacy for w. However, in this work, we focus

on providing strict privacy guarantees. As such, we place more importance in the k values.

Implementation details: The anonymity set size and adversary’s detection probability curves
are obtained by repeatedly solving the optimization problems for each cost incurred (granular-
ity of 1 and 0.1 respectively) and computing its corresponding k and Pgetect Values. We used the
intlinprog and linprog functions from MATLAB’s Optimization Toolbox [125] to solving the for-
mulated Problem PrivMILP and the baseline scheme [65, DLPProb] respectively. After testing
various optimization parameters for the intlinprog solver, we found the following parameters
to be better in terms of solving time and accuracy: ‘CutMaxlterations’ = 50, ‘CutGeneration’ =

advanced, ‘HeuristicsMaxNodes’ = 100.

We now discuss our findings under various network settings.

4.7.1 Comparison with Baseline Pgetect Minimization Scheme

We study how our proposed (k, €)-anonymity scheme performs against the baseline scheme [65]
that minimizes Pgetect Without providing privacy guarantees. Note that the baseline scheme
was proposed in Chapter 3. We used a uniform prior p(w) for the source-destination pairs w
and set € to be approximately zero. Our chosen € value is most conservative and so not all k val-
ues may be feasible in every network. The schemes were evaluated using the basic (line, binary
tree, a k-ary tree, and grid) network topologies shown in Fig. 4.5. The chosen topologies repre-
sent some basic topologies common in wireless networks and we used small (12-20 nodes)
networks as we believe it is unlikely that a wireless node needs to communicate with a large
number of destination nodes. We vary the k value for our proposed (k, €)-anonymity scheme
and vary the expected cost incurred in the baseline scheme [65] to obtain their corresponding

Pgetect (4.7) and k values (4.2).

There exists a privacy-cost trade-off between providing (k, €)-anonymity privacy guarantees
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and minimizing Pgetect @5 more dummy traffic is required in the former. Thus, we study this
trade-off under four different network topologies and compared the k (first column) and
Pgetect Values (second column) in Figs. 4.6 and 4.7. Our proposed scheme provides as much as
50% larger anonymity set size k values in the non-grid networks and up to 200% in the grid
network for the same amount of cost incurred. This highlights the vulnerability of the baseline
scheme in the context of (k,€)-anonymity. Also, our proposed scheme uses lesser cost than the
baseline scheme to achieve a specified k value. And interestingly, there are instances where
the next larger k value can be obtained with only a small increment in the cost incurred. It is
observed that the k values of the baseline scheme rapidly increase to the maximum achieved

value at the rightmost corner of the x-axis as it represents the flooding scenario.

The Pgetect Values in the proposed and the baseline schemes are very close (within 3%) in
the line, k-ary tree, and binary tree networks (see Figs. 4.6a, 4.6b, and 4.7a). However, the
Pgetect Values provided by our scheme are slightly higher than the baseline scheme in the grid
(Fig. 4.7b) network topology where the differences in Pgeect Values are up to 7%. However,
the differences in the Pgetect Values decrease as the expected cost incurred increase. This is
because the routes chosen by the two schemes become similar to flooding when the expected

cost incurred approaches the rightmost corner of the x-axis in the figures.

Overall, our approach is able to provide significantly better (k,e€)-anonymity privacy guar-
antees for a slight degradation in Pgetect compared to the baseline scheme that only mini-
mizes Pgetect- One limitation of the proposed (k,€)-anonymity scheme is that it takes a much
longer time to compute the optimal (k,€)-anonymous solution compared to the baseline
scheme that solves a Pgetect minimization problem. Unless a large € or small k parameter is
used (which speeds up the optimization time), it may not be practical to solved the proposed

(k,€e)-anonymity scheme for large networks with thousands of nodes.
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4.7.2 Prior Sensitivity Analysis

Next, we study how the prior p(w) affects the adversary’s Pgetect fOr a given observation y.
Consider a network with 20 possible source-destination pairs where p(w) comes from a beta
distribution parameterized by a and § as used in Section 4.6.2. To use the beta distribution in
our discrete prior distribution, we quantized the support values over the number of source-
destination pairs and normalized the probabilities to sum to one. We fixed § = 1 and varied
the a parameter from 1 to 50 in the following figures as the beta distribution matches the
uniform distribution when a = =1 and becomes more concentrated around a small number
of source-destination pairs as a increases while 8 remains constant. We chose to vary a as
it causes a larger adversary Bayes risk as shown in Figs. 4.3 and 4.4, which allows us to study
how the observation distribution affects Pgetect. Fig. 4.8b shows an example of the used beta
prior p(w) distribution for different a values and Fig. 4.8a shows an instantiation of the four

observation distributions p(y|w) used in our simulation;

We used four observation distributions p(y|w) in our simulation: the flat observation distribu-
tion has a probability of one for all the w pairs, and the partially flat observation distribution 1
has an almost flat distribution for the source-destination w pairs with one-quarter different
probabilities (the other three-quarters are one), the partially flat observation distribution 2
has two-quarters different probabilities, while the probabilities of the random observation
distribution are uniformly selected from 0 to 1. The following simulation results were obtained

by taking the average of 1000 runs.

In Fig. 4.9a, we plot the Pgetect Values for a single observation y under four different observation
distributions where we assume the adversary has complete information on p(w). There exists
little differences in Pgetect (about 8% at most) for the different observation distributions when
the adversary knows the true prior distribution and the difference is minimal when a = 22.
In Fig. 4.9b, we plot the Pgetect values for a single observation y under various observation
distributions where the adversary varies its chosen prior (according to the a parameter stated

in the x-axis) given that the true prior is uniformly distributed over the source-destination
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Figure 4.9: Adversary’s detection probability Pgetect Under four different observation distribu-
tions (complete information).

pairs. The Pgetect Values are generally very low and largely unaffected by the adversary’s prior

beliefs.

Next, we consider four scenarios where (i) the adversary has knowledge of the true prior,
(ii) the adversary only knows three-quarter of the true prior and assigns a uniform prior for
the other unknown values, (iii) the adversary knows the true prior distribution, but not its
actual instantiation, and (iv) the adversary uses a uniform prior. We used a uniform prior for
the adversary in scenario (ii) as we have shown in Lemma 4.2 that it always minimizes the
maximum adversary’s Bayes risk when the observation distribution is flat. In Fig. 4.10a, we plot

the Pgetect Values for a single observation y with a flat observation distribution for different
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adversarial prior distributions given that the true prior has the a parameter stated in the x-axis
and set f = 1. The Pgetect values are highest when the adversary knows the true prior and are
very low when the adversary only knows the prior distribution, but not its actual instantiation
or when the adversary uses a uniform prior that does not match the true prior. However, the
Pyetect Values increase significantly when three-quarter of the true prior is known. In Fig. 4.10b,
we repeat the same four scenarios but used an arbitrary observation distribution p(y|w)
instead of the flat observation distribution used in Fig. 4.10b. Compared to the results in
Fig. 4.10a, the Pgetect values increased slightly under the scenarios where the prior distribution,
but not its actual instantiation is known, and when the adversary uses a uniform prior for
cases where a < 30. Interestingly, the Pgetect Values also increased when a < 10 but decreased
as a increases. Therefore, the adversary’s detection probability Pgetect Values depend heavily

on both the fraction of true prior known to him and the prior distribution.

Finally, we analyze the impact of knowing varying portions of the true prior and plot the
corresponding Pgetect Values in Fig. 4.11. The results show that the Pgetect Values decrease
proportionally as less information on the prior is known to the adversary. It is observed that
the adversary gains the most improvement in Pgeect When it has knowledge of the first quarter

of the prior and knowing additional quarters of the prior evenly increases its Pgetect-
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4.8 Conclusion and Future Work

In this chapter, we introduced the (k, €)-anonymity property for privacy guarantees in wireless
networks and designed a statistical decision-making framework that considers a maximum-a-
posteriori (MAP) inference-based adversary with both full and partial information. We also
highlighted via an example the subtle difference between maximizing the expected privacy
level and providing privacy guarantees. We then formulated a mixed-integer linear program-
ing (MILP) problem to select the minimum-cost (k, €)-anonymous paths and compared our
solution against a baseline scheme that minimizes the average detection probability of the
adversary. Our simulation results show that the proposed scheme provides significantly larger
anonymity set sizes while achieving comparable average detection probability for a fixed trans-
mission cost incurred. We also studied how the adversary’s prior beliefs affect its detection
probability and Bayes risk. Under the partial information adversarial model, we proved that it
is reasonable to assume that the adversary uses a uniform prior as it minimizes the adversary’s

Bayes risk.

The future work would be to study distributed solutions for our privacy-preserving routing
problem or heuristic pruning methods to lower the time needed to search for the optimal
solution. This is because it may not be practical to solve the formulated MILP problem for
large scale network consisting of thousand of nodes unless ¢ is large or k is small, which is
relatively easier to solve. But a large € or small k value limits the effectiveness of the provided

privacy guarantees.
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Chapter5

Incentive Mechanisms for Privacy-
aware Mobile Crowd Sensing Applica-

tions

We consider the privacy-aware incentive problem for mobile crowd sensing (MCS) applications
used in spatial monitoring. Existing privacy-aware incentive works do not seek to improve the
spatial coverage of the collected dataset, which is particularly useful for spatial monitoring
applications that require data for tasks such as spatial field reconstruction or estimation of
some spatial characteristics for the process being sensed. Hence, we propose a privacy-aware
Stackelberg incentive model that improves the spatial coverage of the collected dataset. Our
proposed model is privacy-aware, in that it allows privacy-sensitive smartphone users to sub-
mit coarse-grained (or quantized) location information that could still be useful for regression
purposes. We then study the properties of the proposed Stackelberg model analytically and

present efficient algorithmic solutions.

5.1 Introduction to Privacy-aware Incentive Mechanisms

Many important mobile crowd sensing applications for spatial monitoring such as those used
for traffic monitoring [56], earthquake detection [57] or noise monitoring [58] will benefit

greatly if the coverage area of its dataset is maximized. Hence, improving the spatial coverage

The material in this chapter was presented in part in [126,127].
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of the collected dataset should be one of the main objectives of an incentive mechanism
used by spatial monitoring applications. Additionally, current privacy-preserving works such
as [22,59,60] have attempted to address the user location privacy problem in the crowd sensing
domain. This is because the privacy issues can easily deter potential users from participating,

which in turn reduces the amount of potential data available to the crowdsourcer.

However, the location privacy problem has not been fully addressed as existing incentive
models [22,59, 60] that offer location privacy via location or data perturbation are not directly
applicable to crowd sensing applications that require specific and true locations. For example,
it would be unacceptable for a traffic monitoring application if there was a traffic congestion
in road X, but due to location or data perturbation, another road Y or a non-congested status
was reported respectively. Thus, it is vital for incentive models to address the spatial coverage

and location privacy issues concurrently.

An appropriate incentive mechanism to model the hierarchical relationship between the
crowdsourcer and the mobile smartphone users is the Stackelberg (leader-follower) game
incentive model used in [61-63]. In the Stackelberg model, the crowdsourcer (leader) commits
a reward strategy that is observed by the smartphone users (followers) who then strategize
the amount of data to sell. However, existing Stackelberg incentive models simply select user
data independently of their physical location [64] and do not attempt to improve the spatial

coverage of the dataset.

Therefore, we propose extending the existing Stackelberg incentive models to include the
privacy-awareness property as well as to improve the spatial coverage of the collected dataset.
Our model allows privacy-sensitive mobile smartphone users to submit coarse-grained (or
quantized) location information which could still be useful to the crowdsourcer. We then
study the properties of the proposed Stackelberg game analytically and present efficient
algorithmic solutions. Our proposed model does not require a trusted third party for privacy
and can protect users against a crowdsourcer who cannot be trusted to anonymize the mobile

smartphone users’ location information.
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5.2. Related Work

5.1.1 Contributions

To the best of our knowledge, this is the first work that proposes a privacy-aware Stackelberg

incentive model that improves the spatial coverage of the collected dataset.

The key contributions of this work can be summarized as follows:

* We propose a novel privacy-aware Stackelberg incentive scheme that allows privacy-
sensitive smartphone users to quantize their location information using cloaking regions.

Our proposed model also improves the spatial coverage of the collected dataset.

* We prove the stability of the proposed model (i.e., there exists a unique Stackelberg
equilibrium) and its dominant strategy incentive-compatibility property. We also prove
the existence of a Stackelberg equilibrium when the leader imposes constraints on the
minimum and maximum amount of data contribution from each user and studied the

sufficient conditions for achieving Pareto-efficiency.

* We demonstrate via simulations using a real-world sensing dataset that the proposed
Stackelberg game has better predictive performance compared to two other coverage-

maximizing schemes that maximize a different coverage metric.

5.1.2 Notation

The table of notation used in this chapter can be found in Table 5.1.

To improve the presentation of the chapter, we present all the lengthy proofs (that occupy

more than a page) in Section 5.8.

5.2 Related Work

Most of the existing incentive schemes designed for mobile crowd sensing applications [61-63]
do not consider the privacy preferences of the participating workers. Thus, the schemes may

not be able to incentivize privacy-concerned users. To effectively incentivize user participation,
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Table 5.1: Notation.

¢; Sensing cost incurred per unit of data by worker i where c; € (0, ¢].
c_; Sensing costs incurred per unit of data by all workers other than worker i.
pi Location granularity of worker i where p; € [p, p].
Location granularities of all workers other than worker i.
l;, I} Partitioned region and cloaking region of worker i respectively where I € [;.
t; Amount of data contributed by worker i.
f,t Maximum and minimum amount of data contribution permitted by the crowdsourcer.
t_; Amount of data contributed by all workers other than worker i.
R;  Sum of rewards allocated to workers in region [ (similarly, R;, refers
to the sum of rewards allocated to worker i’s region).
A;  System parameter for crowdsourcer.
Ucs,u; Utility function of crowdsourcer and worker i respectively.
Z Setofall workers.
N; Number of workers in region 1.
Q; Set of participating workers in region [ (similarly, Q;, refers
to the set of participating workers in the region /; where worker i is located).
J;  Set of participating workers i in region [ with t; = 7.
KC;  Set of participating workers i in region [ with ¢; < 7.

Nissim et al. [59] proposed a generic construction for a privacy-aware incentive mechanism
design that requires only an upper bound on the workers’ loss due to privacy leakage. Yang et
al. [22] applied the k-anonymity framework to provide privacy for the set of participating work-
ers and designed an auction-based incentive mechanism to incentivize workers to participate

in the anonymity set.

Singla et al. [60] proposed an incentive-compatible incentive mechanism that allows workers
to randomly perturb their location information. However, privacy-aware incentive mecha-
nisms that use data perturbation or dummy locations [128] to protect location privacy for the
participating workers may not be applicable to many spatial monitoring applications. This is
because in traffic monitoring [56], earthquake detection [57] or even noise monitoring [58]
applications, a dataset with perturbed data or dummy location may trigger a false alarm
and make the application unreliable. In contrast, we allow privacy-concerned workers to
obfuscate their precise location information by declaring a coarse-grained cloaking region
(see Fig. 5.2) that encompasses their true location (similar to the location cloaking principle

in [129,130]) instead of providing fine-grained location information to the crowdsourcer. This
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step is important as privacy concerns can deter potential workers from participating in the

crowd sensing activity.

Interestingly, the work in [131] found that smartphone users were more willing to provide
coarse-grained location information than fine-grained information. This supports the prac-
ticality of our proposed incentive model, which may still buy data (albeit with lower quality
location information) from privacy-sensitive workers to improve the spatial coverage of the
collected dataset. Furthermore, we argue that the cloaking region technique is more practical
for real-world applications that require reliable information. Although the location informa-
tion of the workers may be imprecise due to the location cloaking, but it is still accurate as

there is no data perturbation or dummy locations involved.

Yang et al. [61] proposed a platform-centric Stackelberg (leader-follower) game incentive
model for the crowd sensing platform (or the crowdsourcer) where the crowd sensing platform
is the leader while the workers are the followers. The proposed model is platform-centric as
the platform directly controls the amount of reward for each participating worker. Duan et
al. [62] proposed a similar Stackelberg game incentive model and studied how the workers’
sensing cost information affects the crowdsourcer’s optimal reward allocation. In constrast
to the previous two works that considered a single sensing task, Luo et al. [63] proposed
a Stackelberg game incentive model that considers scenarios where the crowdsourcer has
multiple collaborative tasks for the workers. However, the existing Stackelberg models do not

consider the quality (e.g., spatial coverage area) of each worker’s data.

The work in [64] proved that adding location information into the workers’ assignment prob-
lem increases the computational complexity of the solution. The authors then proposed an
auction-based approximation algorithm to assign the workers’ sensing tasks. However, it was
assumed that the crowd sensing platform periodically publishes sensing tasks for specific
locations of interest and did not explicitly address the issue of improving the spatial coverage
of the collected dataset in general. To improve the spatial coverage of the collected dataset,

the work in [132] proposed an auction-based incentive mechanism to selects a representative
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subset of workers while considering their location information. To quantify the sensing cover-
age of a worker’s data, the authors considered a disk coverage model in their work. In contrast,
the works in [133-135] designed a incentive scheme that considers a k-depth coverage model

in the event that multiple worker data is needed in each region.

In this work, we consider both the worker’s privacy preferences and its spatial location to

improve the spatial coverage of our collected dataset.

5.3 System Model

The crowd sensing system consists of a set of Z ={1,..., N} workers and a single crowdsourcer
who partitions the entire spatial area of interest into a set of L regions denoted by £. We
assume that the workers are rational and non-cooperative, i.e., each worker maximizes its
own utility. Each worker i € 7 has its own sensing cost per unit time c; € (0, ¢], location
granularity p; € [p, o], location ¢ (which may be of different granularity for each worker) and

its corresponding cloaking region /; defined by the system where I} € [; and [; € L.

The interaction model between the crowdsourcer and smartphone users is illustrated in Fig. 5.1.
The crowdsourcer first collects the worker profiles, which consist of the each worker’s sensing
cost incurred per bit of data c;, location granularity p;, and region /;. The crowdsourcer
then selects the optimal set of workers that maximizes his utility and offers the selected
workers a reward in exchange for some amount of sensing data. Next, the selected workers
will proceed to collect their data and transmit them along with their location information to
the crowdsourcer and receive their rewards. Note that there are two types of regions /; and /;
in our model, /; is the initial coarse-grained region defined by the system and ; is the worker’s

cloaking region, which is submitted only when the worker is selected.

We model the incentive mechanism as a Stackelberg game consisting of the crowdsourcer (data
buyer) as the leader and the N smartphone users (workers) as the followers. The crowdsourcer
acts first and commits a reward strategy while the workers subsequently choose their best

responses after observing the crowdsourcer’s strategy. The strategy of the crowdsourcer is the
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Figure 5.1: Interaction model between the crowdsourcer and smartphone users (workers).
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location %— % ‘%
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Figure 5.2: Privacy model of smartphone users (workers).

reward for each partitioned region R = (Ry, ..., R) and the strategy of worker i is the amount

of data (in terms of sensing time) ¢; = 0.

5.3.1 Privacy Model of Workers

We assume that the granularity of the worker i’s submitted location I} is proportional to its
location granularity p;. The intuition behind this is that a privacy-sensitive worker (with low
pi) is more likely to provide only coarse-grained location information. Likewise, a privacy-
insensitive worker (with high p;) is more likely to provide finer-grained location information.
Hence, the parameter p; allows the crowdsourcer to differentiate between workers and pre-
serve the privacy of unselected workers since they only reveal their true locations when they
are selected. Note that the workers can anonymize their precise location information via
cloaking regions (see Fig. 5.2) with regions inversely proportional to p; and do not rely on the

crowdsourcer for anoymization. In practice, this can be implemented in the crowdsourcing
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software on the workers’ smartphone devices to allow each worker to select various cloaking

regions with (possibly discrete) location granularities.

5.3.2 Reward Function of Workers

The crowdsourcer only optimizes the reward R; allocated to each partitioned region [ € £ and
subsequently offers each participating worker i a fraction of R; depending on the proportion

of their data contribution, location granularity, and location:

t .
Worker i’s offered reward = ——— R, (5.1)
where Q. is the set of participating workers i in location /; with #; > 0 and we assume |Q;,| > 1.

A similar reward function has also been used in [61].

5.3.3 Utility Function of Crowdsourcer

We define the utility function of the crowdsourcer to be Ucs(R; t) = .ZI fa(ti, 1, pi), where
fa(ti, l;, pi) is a function of the quantity and quality (e.g., spatial covellr:lge) of the data from
each worker i and its location granularity p;. For simplicity, we let f;(;, l;, p;) = A; log(1 + t;),
where 1; « 1;, p; is a system parameter and the log function models the diminishing returns

on each worker’s data. Thus, the crowdsourcer’s utility function is given by:

Ucs(R; 1) = )_ Ajlog(1 + ;). (5.2)

i€l
To increase the coverage area of the collected dataset, the crowdsourcer can assign a higher
A; value to workers located at less populated regions. In addition, a higher 1; value can be
assigned to workers who provide finer location information. By introducing the A; parameter,
the crowdsourcer is able to differentiate between the quality (e.g., spatial coverage area and

the granularity of the location information) of each worker’s data.
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5.3.4 Utility Function of Workers

The utility function of worker i is defined to be the amount of reward it receives from the
crowdsourcer as defined in (5.1) minus the cost incurred for obtaining the data:

Lipi

L Lipj
JjeQy;

ui(ti; -, Ry) = Ry, —citj, (5.3)
where t; = 0 is the amount of data (in terms of sensing time) sold to the crowdsourcer and £_;

is a vector of the amount of data sold by all workers except worker i.

5.4 Problem Formulation and Analysis

We address the following problem statement: suppose there is a crowdsourcer (buyer) who
aims to buy sensing data from smartphone users (workers), design an incentive mechanism
such that the collected dataset (i) is privacy-preserving for the workers, and (ii) has good

spatial coverage.

5.4.1 Stackelberg Game Formulation

Given that the crowdsourcer wants to increase the coverage area of his dataset while satisfying
abudget constraint RP"98¢' and a minimal amount of reward allocation R;nin > 0 for each re-
gion [ (this allows the crowdsourcer to specify more important regions), it solves the following
optimization problem:

Problem 1 (A, R™in gmax pbudget)

maximize Z Ailog(1+ 1)
R ieZ

subject to R}nin <R <R ,VIeL,

Y Ry < RPudset) (5.4)
lel

where ¢; is the optimal solution to Problem 2.
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Each worker i solves the following optimization problem:

Problem 2 (i, t_;,p;,p_;, Ry, i)

- lipi
maximize ———R;, —c;l;,
L > Lipj
JEQy,
subjectto t; =0. (5.5)

Problems 1 and 2 form a Stackelberg game and our goal is to find the Stackelberg equilibrium
point(s) where neither the crowdsourcer nor the workers have incentive to deviate. A Stack-
elberg equilibrium (see Definition 5.1) is a subgame-perfect Nash equilibrium such that no

player can improve its utility by unilaterally deviating its strategy.

Definition 5.1 (Stackelberg Equilibrium). Let R* be the optimal solution for the crowdsourcer,
obtained by solving Problem 1, and t* be the optimal solution for the workers, obtained by
solving Problem 2. The strategy profile (R*,t*) is a Stackelberg equilibrium for the proposed

Stackelberg game if the following conditions are satisfied for any (R, t) where R=0,t = 0:

Ucs(R*;t*) = Ucs(R; t¥),

w5, R = u;(t;; 2, R*) Vi€l

—i’

We apply the backward induction method to analyze the proposed Stackelberg game. First,
we study with the Followers game (a non-cooperative game played by all the workers) and
compute the predicted best response ;" (solution of Problem 2) for each worker i as a function
of the reward R, offered by the crowdsourcer and the strategies of the other workers z_;.

Subsequently, we analyze the best response of the crowdsourcer in Problem 1.

5.4.2 Nash Equilibrium Of Followers Game

We consider the Followers game given by the triplet (Z,{¢;}ie7, {ui}ie7) Where 7 is the player

set of N workers and u; is the utility function of worker i. We then derive the unique (pure-
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strategy) Nash equilibrium of the Followers game in Theorem 5.1. At the Nash equilibrium
point, no single worker can improve its utility by deviating unilaterally from the point. By
studying the Nash equilibrium point, the crowdsourcer is able to predict the best responses of

the workers in given region [ for a fixed reward R;.

Lemma 5.1. A unique Nash equilibrium exists in the Followers game (L, {t;}ie1, {Ui}icT). See

Section 5.8.1 for proof.

To study the best response strategy for worker i given the strategies of the other players, we set

ou; _ i
o= 0 to obtain:

2
R, 3 f}‘Pj=Ci( 2 f}’fpj) : (5.6

JeQu; j#i jeQy;
We now seek an expression for the optimal 7 value that is independent of the other t]’.k values.
We say that worker i is a participating worker if 77 > 0.

Theorem 5.1. The Followers game (Z,{t;}ie1, {Ui}icT) has a unique Nash equilibrium given by

the following closed-form expression:

(1Q41-1) (1Qu1-Dei | Ry, ..,

T o (1 s | B ifieQy,
th=1 9 i€Qy;

i

(5.7)

0, otherwise,

where Q, is the set of participating workers in region ;. See Section 5.8.2 for proof.

Note that ¢ > 0 for all participating workers i. Hence, from (5.7), all participating workers

i € Qy, should satisfy:

(1951-1) (191=1Dci | Ry,
1-— — >0,
X ¢ > ¢ ) pi
JjeQy, JjeQy
2 Cj
jEQli 5.8)
= < ——m—1. .
TQul-1

Subsequently, we will make use of this constraint in Algorithm 5.1.

The optimal ¢;" for the workers is given by the Nash equilibrium solution (5.7) of the Followers
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game. However, (5.7) requires knowledge of the set of participating workers’ Q;, ¢;, and p;.
Hence, we propose Algorithm 5.1 which makes use of (5.8) to greedily compute Q; and solve

for ¢7. The values of ¢ can then be input into Problem 1 which solves for R*.

By Theorem 5.2, the unique Nash equilibrium of the Followers game can be obtained using

Algorithm 5.1. Note that it is assumed that there are at least two workers in the Followers game.

Lemma 5.2. Assume that there are at least two workers in each region [, Algorithm 5.1 selects
the optimal set of participating workers Q; that achieves the unique Nash equilibrium of the

Followers game. See Section 5.8.3 for proof.

Theorem 5.2. Assuming that there are at least two workers in each region l, and the set of Q;
from Lemma 5.2, Algorithm 5.1 outputs the unique Nash equilibrium solution of the Followers

game. See Section 5.8.4 for proof.

Algorithm 5.1: Compute the Nash equilibrium solution of the Followers game.

function SolveFollowerGame(c, p,I, R)

Input :sensing costs c;
rewards Ry, 1.

Output:data sold to crowdsourcer #;

N» workers’ regions Iy N,

..........

WN*
2 foreach region € L do
Sort workers in [ according to their privacy-weighted cost % in ascending order where

Ci ~ Citl
Pi T Piw1’

Let Q; = {1, 2} be the set of participating workers with ¢ > 0.

Set Q; — Q; u{i} for each worker i in region [ if the condition in (5.8) is met.  (note: the
looping can stop at the ith step when the condition is not met.)

Set tlf" according to (5.7) for all workers in /.

end

After computing the predicted best response ;" for each worker i as a function of the reward
R, offered by the crowdsourcer and the strategies of the other workers £_;, we analyze the

best response of the crowdsourcer in the Stackelberg equilibrium.
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5.4.3 Stackelberg Equilibrium

Using the analytical result (5.7) for the Followers game, the crowdsourcer can optimize his
reward strategy R efficiently by substituting the analytical result into his utility function in (5.2)
to obtain:

Ucs(R;t) = )_ A;log(1+1;Ry), (5.9)
i€eZ

Pi Cj ) Cj
jeQy; jeQy;

where 7; = (lAQlizl_l) (1 _ (|lel-:|_l)ci)‘
Although it is not trivial to obtain the closed-form expression that maximizes (5.9) while
satisfying the constraints in (5.4), we show in Theorem 5.3 that there exists a unique Stack-
elberg equilibrium which results in a stable equilibrium strategy profile. This allows the
crowdsourcer to predict the behaviors of the workers and efficiently compute the optimal
R*. By Theorem 5.3, the optimal reward R* has a unique maximizer and hence, can be effi-
ciently computed using the well-known interior point methods. Both Theorems 5.1 and 5.3

extend [61, Theorem 2] to the case where the workers’ location granularities p and locations [

are also considered.

Theorem 5.3. The proposed Stackelberg game has a unique Stackelberg equilibrium.

Proof. Recall from Theorem 5.1 that the Followers game has a unique Nash equilibrium. It can
be easily shown that the best response strategy set of the crowdsourcer is convex and compact
since R; is assumed to be bounded, and U¢g is continuous in R. Hence, we need to show the
strict concavity of Ucs to conclude that there exists a unique Stackelberg equilibrium. The

second-order derivatives of Ucg with respect to R; are as follows:

dUcs T
=2 z(—)
OR = ‘miRi+1
62UC3 2 52ch
=—- A; S — <0, =0, 5.10
aRl2 i:%‘;l : ((TiRl + 1)2) OR;0Ry ( )

where 7; is given in (5.9). Since the Hessian matrix of Ucg is a diagonal matrix, its eigenvalues,

#Ucs
OR?

ie., are easily shown to be strictly negative. This implies that the Hessian matrix is
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negative definite for all R; € R and thus, Ucgs is strictly concave in R. O

Next, we prove that our proposed Stackelberg game has the dominant strategy incentive-

compatibility property.

5.4.4 Dominant Strategy Incentive-Compatibility Property

We first define the dominant strategy incentive-compatible property in Definition 5.2 and
show that our proposed Stackelberg game has the dominant strategy incentive-compatible
property. This property is useful because it ensures that every participating worker can achieve

the best outcome itself when it acts according to its true preferences.

Definition 5.2 (Dominant Strategy Incentive Compatibility). We say that a strategy profile
(R, t) is dominant strategy incentive-compatible (or strategyproof) if the following statement is
true for all possible vectors c_; consisting of the workers’ true sensing costs (excluding worker
i’s).

ui(ti; t_i, Ry, cic-i) = ui(ti; 64, Ry, ¢}, €-),

VieZ,ci€(0,¢l,c; €0,

where c; is worker i's true sensing cost and c; is worker i's reported sensing cost.

Theorem 5.4. Assume the Followers game given by the triplet (Z,{t;}ie1,{Ui}icz). The payment

. . . tipi
mechanism of the Followers game, i.e., worker i’s reward = %
)

jEQ][

Ry, is dominant strategy

incentive-compatible. See Section 5.8.5 for proof.

Corollary 5.1. The dominant strategy incentive-compatible property of the Followers game

applies to all regions with at least two workers.

In the next section, we extending the basic Stackelberg model to allow minimum and maxi-
mum constraints on the data contribution from each worker and study the sufficient condi-

tions for achieving Pareto-efficiency.
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5.5 Extending the Basic Stackelberg Model

In this section, we study how the crowdsourcer is able to achieve bounds on the workers’ data

and how it can achieve Pareto efficiency.

5.5.1 Bounds On The Amount Of Contributed Data ¢;

In a practical real-world crowdsourcing application, the crowdsourcer may impose (lower
and upper) bounds on the amount of contributed data #; from each worker i due to various
reasons. For example, it may not be useful to the crowdsourcer if each worker sells only a small
amount of data or if there are workers who are monopolies. Likewise, it may not be practical
to expect each worker to have an unbounded amount of data to sell or the crowdsourcer may
not need too much data from each individual worker. For simplicity, we assume that the same
bounds t and f apply to all participating workers. Next, we have the following lemmas to

introduce the lower and upper bounds on ¢;.

Lemma 5.3. The crowdsourcer is able to achieve a lower bound t for all workers in location |
that satisfies the equivalent Stackelberg equilibrium arising from the unconstrained setting as

detailed in Theorem 5.3 as long as the following constraint on the set of participating workers is

satisfied:
2 ¢ i L ¢
JEQ JEL .
¢ < - , Vie Q. (5.11)
Tl [ (121~ DR :

Proof. To achieve a lower bound ¢ for all workers in location /, we require ;' > t,Vi € Q.

From (5.7), we have:

Ipi(jeZQle) .
= TR
(1QI-D{1 -+
j€Q !
2
il X ¢
9 Zc~—(|QI—1)c->M VieQ (5.12)
R (T VY ’ '
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where (i) we move c; from the denominator.

We can obtain (5.11) from (5.12) by moving c; to the left hand side of the inequality. To verify

that Lemma 5.3 is valid, we substitute the value of ¢; that satisfies the strict equality in (5.11)

to (5.7):
ZQ Cj _tpz ZQ C]'
(11 - Vg |1~ Tt
o (19;1-1) . (1Qi1-1) (19/1-1)R; &
i Z Cj Z cj Pir
jegli j€Q[
Ipi X ¢j
= w 1_ 1 + i ﬂ =t
L ¢ (1QI-DR; ) pi -
jeQi
If the strictly equality is not satisfied, then ¢ > r according to (5.7). 0

To introduce the lower bound ¢, constraint (5.11) should be used instead of constraint (5.8)
in line 6 of Algorithm 5.1. To verify that the introduction of the lower bound preserves the

convexity of the crowdsourcer’s Problem 1, we analyze the Hessian matrix of U¢g. We first apply

2 2 2. 2 )
the chain rule: aaggs = 661{2“ X %. From (5.2), we obtain 6;;2“ ==Y _(1f2»)2' From (5.11), we
1 i l i feT i
Y o¢ i X ¢ '€
L _ j€Qy Yy
let¢; = (oRESY 1 Ok 0;. From (5.7),
ZQ ¢ Ip; ZQ cj
J€L] jeQ .
191 -1) (|Ql|_1)((IQ1|—1) 1-Tarr _5’) R
ti = 1- =
Y ( 2 ¢ pi
]€Qli JEQI
i X cj
_(1Q-1) -1+ jeQ +(|Qz|—1)6,- Ry
2 ¢ (1Q1-1DR; Y Jpi
JjeQ jeQi
2
-1\ R;0;
-+ (|Ql| ) I; l. (5.13)
2 ¢ Pi
JEQ

If ¢; € (0,1], then from (5.13), it is obvious that ¢; is a monotonically non-decreasing function

2 ¢ 2 2 ¢
of R;,. Since ¢; is continuous, this implies convexity, i.e., % =>0. As aa% <0and % =0, we
1 i 1
*Ucs
—_— <
have = RS 0.
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In (5.10), it was shown that SUcs _ 0. Since 0" Ucs
TED OROR, — OR?

<0, the Hessian matrix of Ucg is negative

semidefinite for all R; € R. Thus, we conclude that U¢g is concave in R.

Next, we derive the constraints for the upper bound z. Using (5.7), we are able to derive the
maximum amount of data contributed by a worker in each region [. For each region /, let the
sensing cost and location granularity of the worker i with the least % value be denoted by ¢;"

and p}" respectively. From (5.7), the maximum amount of data contributed by this worker is

given by:

-1 (191 1—-1Dc™\ R,
max_ 124 )(1_ Q41— e )_l (5.14)

max _ .
P X o
JjeQy, jeQy

This leads to the following Lemma 5.4.

Lemma 5.4. The crowdsourcer is able to achieve an upper bound t for all workers in location |
that satisfies the equivalent Stackelberg equilibrium arising from the unconstrained setting as

detailed in Theorem 5.3 as long as the following reward constraint is satisfied:

max _ 7 m
R™ =tp;

- 191 -1\
(19l 1)(1__ 1Qi11-1)¢] )] . 5.15)

> cj > cj
JjEQ jEQ:

Proof. Consider the data £;"* contributed by the participating worker with the least % value.

i

We require the t;nax in (5.14) to be less than of equals to £. In other words, we have

} -1 (1Qi1-Dc"\ R
. (1911-1) - I _Wll
> ¢ ¢ )p
je jeQ
-1
i ; -1 (191 =Dc
9 o ] o 5.16)
2 ¢ 2 ¢
Jj€Q; JjeQi
—1c™
where (i) the term 1 - “Q%—c);’ > 0. This is because in the unconstrained setting from (5.8),
j€Qy
1Q;,1-De 1, 1-ve; _ . 1%,
—5— < 1, Vi € Q;. And in the constrained setting from (5.11), ﬁ—c, <l-qor-ngr Vi€
jeQy, jeQy;
Q.
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Therefore, this leads to the constraint in (5.15). To verify that Lemma 5.4 is valid, we substitute
the R;nax term from (5.15) to the t;nax term from (5.14) to obtain t;n‘”‘ < f. Note that the
constraint on R; simply constraints the feasible region and does not affect the concavity of the

crowdsourcer’s maximization problem. O

Theorem 5.5. The crowdsourcer is able to achieve both the lower bound t and upper bound
t for all workers in location | that satisfies the Stackelberg equilibrium in the unconstrained

setting if the following constraints are satisfied:

ZQ cj tpi ZQ ¢j

JECL JECL .

ci < - , Vie 9y, (5.17)
FUQ0-n|  1QI-DR :

and

max _ ¥ . m
R =tp;

- —1em\]7!
(19 1)(1—(|Ql| i )] : (5.18)

> Cj > cj
JEQ: JEQ

where each region 1, we let the sensing cost and location granularity of the worker i with the

least % value be denoted by c|* and p}" respectively.

Proof. See Lemmas 5.3 and 5.4. O

Corollary 5.2. The Stackelberg equilibrium can be shown to exist under the constraints in
Theorem 5.5 but the uniqueness property of the unconstrained solution is lost. Furthermore,
the solution can be obtained via the same algorithmic solution as utilized in the original
unconstrained case, with an additional modification to line 5 of Algorithm 5.1 as shown in

Algorithm 5.2.

Interestingly, we also have the following Lemma 5.5.

Lemma 5.5. Let J; and K| represent the set of participating workers i in location | with t; = t
and 0 < t; < t respectively. The crowdsourcer is able to achieve an upper bound t for all workers

if he buys t; = t amount of data for all j € J; and buys the following amount of data from all
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Algorithm 5.2: Compute the bounded Nash equilibrium of the Followers game.

1 function SolveBoundedFollowerGame(c, p,l, R, t, t)
Input :sensing costs ¢, n, location granularities PN workers’ regions Iy, n,
rewards Ry, ;.
Output:data sold to crowdsourcer tf

N*
foreach regionl € L do

2
3 Compute ¢; for all workers in / using Algorithm 5.1.
4 if there exists one or more participating worker i with t; > t then
5 Sort workers in [ according to their privacy-weighted cost % in ascending order where
G o Cin1
pi ~ pin1’
Let Q; = {1, 2} be the set of participating workers with ¢ > 0.
7 Set Q; — Q; u{i} for each worker i in region [ if condition (5.17) of Theorem 5.5 is met.
(note: the looping can stop at the ith step when the condition is not met.)
8 Set tlf" according to (5.7) for all workers in /.
9 else
10 ‘ Set ¢ =0 for all workers i in [.
11 end
i€ IC[.’
2 2
. l - 1+;§]k§<lfkjiz\7lfpj—|lcl)+ (1+,§lk§q€kj§7[ipj‘|7€1|) —%kgclfk(,;lksz,qfk(jgylfpj) —|’Czj§7[ipi)
ILb==—3% tpj+ T
P " E
2 2
¢ - 1+,f7k62’616k1_51 -1kl |+ (1+,§lk§qq]_€2jllpj/€zl) ;lke)C]Ck(RllkeZIC,Ck(iEzJ] fpj) ”Clljez]llpj) 2
_ Y ip;+
Ripi |ien "’ % o

See Section 5.8.6 for proof.

Next, we study the condition where Lemma 5.5 holds. From (5.40), we have

2
2
“|1+E L o T Bpj-IKil |+ [|14F L o Z Bpj-IKl ] -4+ L ala = ck( r ip,) -IKil X tpj| 712
Lkek; — jeT; L kek;  jeT; ! kek; Lrek;  \jeT; jeT;
ci=Ripi| X ipj+ R
Jed R keKCy
2
2
-\ E X e Xodp-IKil [+ || 1+E ¥ e XoIpp-IKl |~ ¥ oal g X Clc( )3 fpf) —IKil ¥ ipj
) _ keKp  jed; Lkek)  jeT; ! ke Lre; \jeg; jeTy
X4 =Y Ipji+
P J 2pi,
pi jea i kgc,Ck

*

(5.19)
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Hence, Lemma 5.5 holds when (5.19) satisfies the constraint in (5.18).

Theorem 5.6. The crowdsourcer is able to achieve both the lower bound t and upper bound
t for all workers in location | that satisfies the Stackelberg equilibrium in the unconstrained

setting if the following constraints are satisfied:

ZQ ¢j tp; ZQ Cj

JECL JEC .

c; < - , Vie 9y,
: (|Ql|—1)[ (111~ DR :

andtj =t forall j € 7}, and forall k € K,

2
2
-|1+% X o & lﬂj—|K1|)+ (1+2 Yo X le—/Cz) _Ri, )y Ck(l; b3 Ck( )3 EP/‘) =Kl X le)
kek; 1k jed;

Bier, " e, Ry, i Ky \jed,
t; = pl X ipj+ 20;
'jE.jl T’ng)Cle
2
2
- 1+Rl[ Y oo X ipi-lKil |+ 1+R% Y oa X tp-IKil f,% P %, z Ck(vz fpj] -1kl ¥ tpj] 12
Ci KK, e KKy e keK, kK, \je, e
- | T ip;+
. J 2
Rip; |icqn LT

where we let J; and KC; represent the set of participating workers i in location | with t; = t and

0 < t; < t respectively.

Proof. See Lemmas 5.3 and 5.5. O

However, we do not currently have an algorithm that outputs the desired result in the Theo-
rem 5.6. The difference between the solution of Lemma 5.4 compared to Lemma 5.5 is that
the former requires an upper bound on the reward allocation for each region ! while the latter

states the sufficient conditions on the amount of data contribution from each worker.

Next, we have the following Theorem 5.7, which states the feasible bounds ¢ and  for each
worker i. This allows the crowdsourcer to estimate the number of participating workers in a

region [ given his reward allocation R;.
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5.5. Extending the Basic Stackelberg Model

Theorem 5.7. The feasible bounds t and t for each worker i is given by:

2
(19,1-1) _
tpi+06;R Ty o < tp;, (5.20)
jeQy;
P i X ¢
" TR PR IS
where ¢i =g, 1= | * ~ 1g, -0, | ~ %

2
Proof. From (5.36), we have t/p; = X tjpj—Rc—;( P> tjpj) .
]EQL i ]EQ].

1 l

If t; < £, then

2
Ci -
)y ijj—R—;( > fjpj) < ipi,

jeQy; jeQy;
2
i (19,1-1) ¢ (1Q,1-1) _
0] Q] R - L Q] R <ios
> ¢ R\ X ¢
jEQl,‘ jEQlt
Y ¢ pi L ¢ 2
(ii) (19,1-1) jeQy jeQy (19,1-1) -
= —Rli_ - =bi||l——=— RliStpi’
> ¢ (19,1-1) (19,1 -1DRy, X Cj
JjeQy, JEQy
PN DI 2
19;1-1) jeQy, jeQy 1pi 1Q,1-1 .
Rll‘_ - __6i T . RliStpi»
X Cj (19,1-1) \UQ;I-1)) Ry, X ¢
JEQy JjEQy
2
(1951-1) (1951-1) (1951-1) -
d Ry, - d R, +1tpi+0;Ry, = <tp;,
2 Cj X Cj 2 Cj
JEQy; jeQy jeQy
2
(1Q,1-1) _
_fPi+5iRli(Z—Cj <1pi,
jeQy
(19:,1-1 'Eé “
where (i) we substitute Y ip; = | Zlil o R;, from (5.29) and (ii) we let ¢; = (ljgﬁ(l -
jeoy, 7 <o, ! l
Ipi X ¢
%) g, O
(\inl—l)R/i)_ &

Remarks: The feasible f and # for each worker i varies according to the its sensing cost c;,

which affects §; (the difference between the maximum allowable sensing cost in the set of
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participating workers and c¢;). When §; = 0, there is strict equality in (5.20). However, as §;
increases, we have ¢ << 7. Also for a fixed reward R;, the gap between ¢ and 7 increases as the

number of participating workers Q;, increases.

5.5.2 Achieving Pareto Efficiency

We examine the Pareto efficiency (see Definition 5.3) of our proposed incentive scheme and
study how to achieve efficiency. A Pareto efficient incentive scheme implies that it is not
possible to reallocate the rewards without making at least one worker or the crowdsourcer

worse off. In other words, the rewards are allocated in the most efficient manner.

Definition 5.3 (Pareto Efficiency). A strategy profile (R”, t") is Pareto efficient if there exists no

other strategy (R, t) where R = 0, t = 0 such that:

Ucs(R; 1) = Ucs(R; 1),
wi(ti;t- i, B = w567, RY), Viel,

—i’

with at least one strict inequality.

Theorem 5.8. The proposed (unbounded) Stackelberg game has a unique Stackelberg equilib-

rium (RS, t5F) that may not be Pareto efficient. See Section 5.8.7 for proof.

To achieve efficiency, we first define a social welfare function w(R, t) to be the weighted sum

of the crowdsourcer and the workers’ utilities:

w(R, 1) =ycsUcs(R; ) + Y _ yiui(ti; t—i, Ry)
i€eZ

t. .

:YCSZ/li 10g(1+ti)+z Yi(l—leli—Cil'i), (5.21)
ieT ieT jEZQ Lipj

li

for some weights y¢s, v1,... > 0.

It is well-known that any allocation which maximizes a social welfare function is also Pareto-
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efficient. Thus, to achieve efficiency, we can introduce a penalty function:

l’. .
V() = Z Yi(LlpRz» _Citi)»

. Y tip;
€L\ 5, JPj
to the crowdsourcer’s utility function:
Ucs(R; ) =ycs ) Ailog(1+ ;) + ¥ (2). (5.22)
i€l

This induces the crowdsourcer to maximize w(R, t). An example of how to encourage the
crowdsourcer to behave this way would be if there exists a regulator who can offer tax rebates

proportional to the weighted sum of the worker’s utilities.

5.6 Case Study

We designed a case study to evaluate the predictive performance of the dataset collected by
our proposed Stackelberg incentive model, which attempts to maximize coverage. We studied
areal-world mobile crowd sensing problem such as the spatial monitoring and prediction of
environmental temperature [136, 137]. We compared the proposed Stackelberg model against

two baseline schemes that seek to maximize the coverage of the collected dataset.

5.6.1 Baseline Coverage Metrics

We use the two baseline schemes: (i) the location-based incentive mechanism proposed
in [132], which maximizes a geometric disk coverage model, and (ii) the works in [133-135],
which maximizes a k-depth coverage model. The two coverage models (see Fig. 5.3) are

detailed as followed.
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Covered area k-depth = 2 i k-depth =1
* i *
* i
i Worker
* Sah U N ]

Y k-depth =3 | i | k-depth =0
* i
* x|
Worker * i

(1) Geometric Disk (i1) k-depth

Figure 5.3: Illustration of the geometric disk and k-depth coverage metrics.

Geometric Disk Coverage Metric

The geometric disk model was proposed in [132] to measure coverage of a sensor data from a
precise (uncloaked) location x;. The coverage is given by:
1 if|lx; —xjll2 <,

c(x;) = (5.23)
0 otherwise,

where || - ||2 denotes the Euclidean distance and r is the sensed radius of the sensor data.

To optimize this metric, the crowdsourcer will greedily buy the minimum data from all worker,
starting with the cheapest worker first. If there exists a surplus after the greedy allocation, the
crowdsourcer simply buys all the remaining data from the cheapest worker until the upper

bound ¢ is reached, before continuing with the next cheapest worker and so on.

k-depth Coverage Metric

The following k-depth coverage model (and its variants) was proposed in [133-135] to measure
coverage of a set of N sensor data 1y, ..., fy from a region / where
c(ty,..., ty) =min(N, k) or equivalently:

N ifN<k,
c(ty,..., ty) = (5.24)

k otherwise,
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Figure 5.4: Partitioned regions of the Intel lab consisting of sensors 1-54.

where k is the depth parameter. The metric assumes that all sensing data ¢; are of the same

quantity.

To optimize this metric, the crowdsourcer will greedily buy the minimum data from the k
cheapest workers in each region, starting with the cheapest worker first. If there exists some
surplus after the greedy allocation, the crowdsourcer simply buys all the remaining data
from the cheapest worker until the upper bound is reached, before continuing with the next

cheapest worker and so on.

5.6.2 Simulation Setup

We use the temperature measurements from the Intel lab data [138], which contains the
temperature, humidity, light, voltage, connectivity, and location information collected from 54
sensor nodes deployed in the Intel Berkeley Research lab between February 28th and April
5th, 2004. We partitioned the lab’s spatial area into the eight regions as shown in Fig. 5.4. The
proposed Stackelberg incentive model and the baseline schemes are then used to purchase a
subset of the available temperature data. We randomly took a 1-hour interval from the dataset
and apply the Gaussian process regression technique [139] (a supervised learning technique
for regression) to evaluate how the two coverage metrics correspond to the actual amount of
predictive uncertainty. The (Gaussian) radial basis function (RBF) kernel [139] is used for our

Gaussian process regression.
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We briefly introduce the main idea behind the Gaussian process regression. Given a set of
n input location vector x and observations y, we assume that the observed y are generated
by some latent function f plus an independent and identically distributed Gaussian noise
with zero mean and variance af,. Suppose there are n, test points. Let k(:,-) be a covariance
function and let K(X, X.) denotes the n x n. (kernel) matrix of the covariances evaluated at
all pairs of training and test points, and similarly for K(X, X), K(Xs, Xx) and K(Xy, X). The
predictive (posterior) equations for the Gaussian process regression for a new input test vector

Xy are:

fex) =KX, OIK(X, X) + 05117y,
(5.25)

V(%) = K(Xe, Xi) = K(Xa, OIK(X, X) + 075,117 KX, X).

The following two test scenarios were examined.

Test Scenarios

Scenario (I): Spatial regression of the two cross intersections (second and fourth column from
the left side of Fig. 5.4) where no sensor data is available. The workers’ sensing cost ¢; were
set to be inversely proportional to the average of the distance to the two cross intersections
and their location granularity p; were inversely proportional to the number of workers in
their respective regions. We conducted spatial Gaussian process regression to obtain the
predictive variance V (x.) of the two cross intersections. A lower predictive variance implies

better predictive performance.

Scenario (II): Spatial regression of the entire spatial area shown in Fig. 5.4. The workers’ sensing
cost ¢; were uniformly selected and their location granularity p; were inversely proportional
to the number of workers in their respective regions. We conducted spatial Gaussian process
regression to obtain the predicted (mean) temperature f* (x4) of all the sensor locations.
We then compute the mean squared error (MSE) between the predicted temperature and
the actual temperature measurement from the dataset. A lower MSE value implies better

predictive performance.
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Simulation Parameters

The following simulation parameters were used: sensing cost c; € (0, 1], location granularity
pi € [1,2], budget RPU48¢t = 15 minimum data ¢ = 1, maximum data 7 = 3. We set the budget
constraint to limit the number of purchased data, i.e., purchase only a subset of the available
temperature data. In the two baseline schemes, we offer each worker their sensing cost plus
some bonus price for each unit of data. The bonus price is obtained by taking the total utility
of the workers over the total amount of data purchased. We used k = 2 in the baseline k-depth

coverage scheme. We let the crowdsourcer’s system parameter A; = p;.

5.6.3 Simulation Results and Discussion
We now discuss the simulation results for the following two test scenarios.

Scenario (I): We list the predictive variances of the two baseline schemes and the proposed
Stackelberg incentive model at the two cross intersections of interest in Table 5.2, and the
corresponding coverage scores in Table 5.3. From the results, we observed that the proposed
Stackelberg incentive model has a significantly better predictive variances in the two cross
intersections compared to the two baseline schemes. This is despite the k-depth score for the
proposed Stackelberg incentive model being lower than the baseline schemes. The locations
of the participating workers and the amount of data purchased from them are different under
the three different coverage maximizing schemes. The proposed Stackelberg incentive model
purchases less data (on average) from each participating worker but purchases data from more
workers. To visualize the locations of the participating workers and the predictive variances,
we plot the heat map of the predictive variances for the baseline schemes and the proposed

Stackelberg incentive model in Figs. 5.5 and 5.6 respectively.

Scenario (II): We list the MSE values of the two baseline schemes and the proposed Stackelberg
incentive model for the entire spatial area of interest in Table 5.4, and the corresponding
coverage scores in Table 5.5. From the results, we observed that the proposed Stackelberg

incentive model has a significantly better predictive performance (lower MSE and its standard
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Table 5.2: Predictive standard deviation values for Scenario (I).

Scheme | Point1 | Point 2
Disk 0.3340 | 0.3209
k-depth | 0.2673 | 0.2543
Proposed | 0.2242 | 0.2525

Table 5.3: Baseline coverage scores for Scenario (I).

Scheme | Disk | k-depth
Disk 8 13
k-depth 8 16
Proposed | 8 15
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Figure 5.5: Scenario (I): Predictive standard deviation for (i) disk, and (ii) k-depth models.
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Figure 5.6: Scenario (I): Predictive standard deviation for the proposed Stackelberg incentive

model.

Table 5.4: Mean square error (MSE) and its standard deviation for Scenario (I).

Scheme MSE Standard Deviation
Disk 28.8995 0.4093
k-depth | 28.6062 0.3411
Proposed | 27.7277 0.3231

derivation) in the entire spatial area of interest compared to the two baseline schemes. Similar

to Scenario (I), the k-depth score for the proposed Stackelberg incentive model is lower than

the baseline schemes. Hence, the k-depth scores may not be reflective of the predictive

performance of the purchased dataset. To visualize the location of the participating workers

and the predicted mean temperature values, we plot the heat map of the predicted mean

for the baseline schemes and the proposed Stackelberg incentive model in Figs. 5.7 and 5.8

respectively.

Table 5.5: Baseline coverage scores for Scenario (I).

Scheme | Disk | k-depth
Disk 8 14
k-depth 8 16
Proposed 8 13
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Figure 5.7: Scenario (II): Predictive mean for (i) disk, and (ii) k-depth models.
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Figure 5.8: Scenario (II): Predictive mean for the proposed Stackelberg incentive model.
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Accommodating Location Uncertainty

The Gaussian process regression technique accommodates location uncertainty of the work-
ers’ sensing data due to the use of cloaking regions. Assuming that the input locations of the
sensing data x are corrupted by i.i.d. Gaussian noise with the noise variance set to the square
of the approximated radius of the cloaking regions, the Gaussian process regression model
proposed in [140] can applied to account for location uncertainty. Mainly, an additional cor-
rective term can be added into the noise term in (5.25) to account for the location uncertainty
of the training inputs. The corrective term is proportional to the gradient of the posterior

mean.

5.7 Conclusion and Future Work

We designed a privacy-aware Stackelberg incentive model that improves the spatial coverage of
the collected dataset. Our proposed model is privacy-aware, in that it allows privacy-sensitive
users to submit coarse-grained (or quantized) location information to the crowdsourcer, and is
also dominant strategy incentive-compatible. We then studied the properties of the proposed
model analytically and presented efficient algorithmic solutions. We also extended the basic
model to accommodate bounds on the users’ data contributions and studied how Pareto-
efficiency can be achieved. We showed via simulations that our proposed model is superior

than two other coverage-maximizing schemes that maximize a different coverage metric.

For future work, it would be interesting to extend our (static game) Stackelberg model for
dynamic games played over a period of time where the smartphone users are allowed to move
between regions. While our Stackelberg equilibrium is stable in the studied static model
played by the crowdsourcer and the mobile smartphone users in one time period, a different

notation of equilibrium needs to be considered for the dynamic setting.
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5.8 Proofs

5.8.1 Proofof Lemma5.1

A unique Nash equilibrium exists in the Followers game if for all i € Z [141]: (i) the domain of
the workers’ strategy set {;};c7 is convex and compact, and (ii) u; is continuous and strictly
concave in ¢;. Indeed, the domain of the workers’ strategy set {#;};c7 is convex and compact

since t; is assumed to be bounded, and u; is continuous in ¢;, and strictly concave in ¢; as

Ozui .
3 <0:
X Lipj
Ou; JjeQi:j#i R
PRl (U O
6l'l' 27
> tip;
(]'€Q1i ! ])
R2u;  jedriri
372 = 3 R, <O0. (5.26)
S 7Y
jéo, jPj
Therefore, a Nash equilibrium exists in the Followers game. O

5.8.2 Proof of Theorem 5.1

According to Lemma 5.1, there exists a unique strategy that maximizes the utility of each
worker given the strategies of the other workers. Thus, if each worker i plays its best response
strategy, it will achieve the unique Nash equilibrium point ;. To prove Theorem 5.1, we derive

tl.* by solving %—’:ii =0. From (5.6),

Ry,

l

2
Z t;pj—t;pl-):ci( Z l']*p]) (5.27)

jeQy JjeQy

(5.28)

(@) * * * -

jeQy, JjeQy
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2
(ii) _1
= ) 17p;=1QLl Y tipi- ) Cj( > f}‘Pj) R,
JjeQy, JEQy JEQy JEQy
(19Q11-1)
_ Ul
X ¢

jeQy

Li» (5.29)

where (i) we express ¢ p; in terms of the other t]’.k p; values, and (i) we sum up the ¢/ p; values

in (5.28) for all participating workers in region /;.

Finally, we substitute (5.29) into (5.28) to obtain the unique Nash equilibrium point for each

worker i as required. O

5.8.3 Proofof Lemma 5.2

We use proof by contradiction to prove Lemma 5.2. Consider the following two possible scenar-

ios where the set of participating workers Q; differs from the set computed by Algorithm 5.1.

In the first scenario, we remove a worker i from the optimal set and in the second scenario, we
add a worker i to the set. Assume that there exists a Nash equilibrium (NE) point for worker i

in the two scenarios. Since the strategy of each worker i does not affect the utility of another
worker j where [; # [ [see (5.3)], it is sufficient to only consider the best responses of workers

in the region /;.

Scenario (I): Assume that there exists a NE point for a worker i where i ¢ Q;, and ¢; < @hﬁ jeZQ, cj.
The inequality term in the latter can be rewritten as an equality by introducing a variable A > 0, i

assuming c; € (0, C] is satisfied:

1
ci=——| ). cj)—A. (5.30)
|Ql,—| -1 (ngli
In Algorithm 5.1, we set t; =0 if i ¢ Q;,, and we have } t]*.‘pj = quli—l_cj)Rl[, from (5.29). Thus,
jeQy j€gy,
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we obtain the following %—L;i" expression [from (5.26)] for worker i.

X 1jpj=0
aui jeQy;
A E—

0t; B (Z tjpj)z i TG

Sag-n ¢

X ¢
) jeQy; 1 (
=

T1QuI-1  1Q;1-1

> cj)+A

jeQy

S (5.31)
|Qll|_1, '

where (i) we substitute the expression for c; from (5.30).

As A >0 and A # c;, we have % # 0. This indicates that #; = 0 is not a stationary point for

worker i, and thus, is not a NE solution for worker i. This is a contradiction and therefore,
scenario (I) is not a valid NE solution in the Followers game.
Scenario (II): Assume that there exists a NE point for aworker i where i € Q;, and ¢; = @ﬁ > cj.
o jeQy
The inequality term in the latter can be rewritten as an equality by introducing a variable A = 0,
assuming c; € (0, C] is satisfied:
1

ci=—— Y Ci4A (5.32)
l |Qli|_lj€ZQ’1i J

We substitute the expression for ¢; from (5.32) into the output of Algorithm 5.1, given by (5.7)
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to obtain the NE solution for worker i:

( -1 ( - 1 R;.
= DSR2
ll' - i . [
]EQz J ]EQ; J ]EQll i
-1 -1 Ry,
:(lQll ) 1_1_(|Q1| ) (l)
> Cj > Cj pi
jeQy jeQ
2
( -1 R;. A
_ (oA ( l; ) (5.33)
X ¢ i
jeQy;
Since R, 20, [Q,|>1, (lgzll Y >0,and A =0, wehavet <0and i€ 9y, according to (5.33).
jeQy,

This contradicts our definition of a participating worker i, which assumes t; > 0. Hence,
scenario (II) is not a valid scenario. Therefore, we conclude that Algorithm 5.1 selects the
optimal set of participating workers Q; since any deviation from the set leads to an invalid

Nash equilibrium solution. O

5.8.4 Proofof Theorem 5.2

To show that the obtained solution from Algorithm 5.1 is the unique Nash equilibrium (NE)

6u, _

solution of the workers, we prove that the =+ = 0 (stationary point) condition given in (5.27) is

satisfied by the set of participating workers i € Q;. By Lemma 5.1, there exists a unique NE
in the followers game. Hence, any stationary point is the unique NE point for the workers.

1 D
= 1l )(1 (IQ’ZI c?c ) if i € Qy;, and ¢ = 0, otherwise.
J

From Algorithm 5.1, we have ¢ =

Z ¢j ‘
j€9, j€9,
In addition, we have the expression }, t]’.‘ pj= (IQZI 5 R;, from (5.29). We substitute the
jegl ]te
expressions for 7 and Y t p; into the 6”’ expression in (5.27) to obtain the following
JEQy,
equality:
(1Qu1=DRy, [ (191 =Dei (1Q I—l)
l; l; I; i R, =ci UL, 1- 0 R, (5.34)
> Cj > Cj Z Cj
jeQy jeQy jeQy

Since (5.34) satisfies the expression for %—L;ii = 0, we conclude that Algorithm 5.1 correctly

outputs the unique Nash equilibrium solution of the workers in Q;. Also, by Lemma 5.2,
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Algorithm 5.1 also correctly computes the set of participating workers Q;. O

5.8.5 Proofof Theorem 5.4

Recall that the worker’s utility function u; (#;, R;,) is strictly concave in #; as shown in Lemma 5.1.
Hence, to prove dominant strategy incentive-compatibility, we need to show that the worker’s

true sensing cost ¢; maximizes u;, i.e., g L = at the worker’s true sensing cost ¢;. Using the
l

aul « 6t, 6“1 —

chain rule, we know that a”l =0 . This means that u; is maximized, i.e., 5 o =0 when

%’;’ =0 and the term g— can take any arbitrary value. Thus, we only need to show that a”’ =0

is satisfied when the worker i declares his true sensing cost c; to the crowdsourcer.

Suppose worker i declares a sensing cost of ¢; (where c} = ¢; + ) while the remaining workers

J # i declare a sensing cost of ¢; + A j. We first find the expressions for 77 and Y t;.‘ p;j- Under
JjeQy
the proposed game in Algorithm 5.1, the crowdsourcer offers to buy

-1 1) (ci+6
tl.* = z(lgg;Lﬁ:Aj (1 - (IQZ’ IC]+(50+A )) y amount of data from the worker i according to (5.7).
jeQy; jeQy;
Next, we obtain the expression: Y tip;= MR from (5.29).
P iPi= Z ci+o+A; i

jeQy

Finally, we substitute the two expressions for ¢; and Y ¢} iPj into the a:l term in (5.26) to

JEQy
obtain:
2 tjipj—tipi

aul ]tei R
— = I, —Ci
ot ( 2

> tjpj)

JjeQy,

1-1 1-1 -1D(¢c;+6
Q-1 (191 -1) (1_(|Ql| )(c+))Rl,}

Y cj+0+A; > cj+O0+A; Y cj+0+A;
jeQy JEQy jeQy

Z Cj+5+Aj 2

JEQ: R
x| ——— I
(| Qlll - 1)Rl,

Y Cjt+O+A;
Q1= Yo op (i Y
Y ci+o+a; | O g —oR, | T
JEQy,
=(ci+d)—c;=0. (5.35)
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Hence, it is clear from (5.35) that %—L;i" =0 when 6 = 0. This is a necessary condition that is only

true if c; = ¢;. Therefore, we have shown that worker i does not have incentive to declare a

false sensing cost cg #¢c;. O

5.8.6 ProofofLemma5.5

To achieve an upper bound 7 for all workers i, we require ¢/ < 7,Yi € Q.. Giventhat t; = £,V j € 7},

we attempt to derive an expression for ¢ for i € K;. From (5.28),

2
* C'
L;pi= E l‘jpj)——ll( E tjpj)

jeQ je

2
:
=l X e+ X fkpk)—ﬁ( INUTIRDY kak)

jeT kek; I\ jeq kek;
2
_ Ci _
= Z tpj+ Z l’kpk)—ﬁl Z tpj+ Z tkpk) . (5.36)
jeT kek,; I\ jeq kek,

Next, we sum up the ¢ p; in (5.36) for all participating workers i € K; to obtain:

2
- 1 -
Ztl-*pi=|IC1| thj-i- Z IkPk —EZC]C thj+z tkpk]
iek; jeT kek; I keK; e kek;
=K1 ) toj+1Kil ) tkp
JET kel
1 2 2
_E Z Ck (Z fpj) +2 Z ij Z tkpk+( Z tk,ok) ] (5.37)
l kek; jeT jeT kek; kek;

We then rearrange (5.37) such that }. 7 px can be solved using the quadratic formula:
kE’C[

2
1 2 -
T Y Ck( > l‘kpk) +(1+E dock Y l‘Pj—IICzl) Y Pk
l kek; kekK,; ke, jea kek;
1 2
+(E > ck( Y tpj| —IKil Y tpj|=0. (5.38)
l keICl ]E% jEJI
Given a quadratic equation, the solution for x is given by the formula x = =hbivhe—dac ‘Zb:%.
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The optimal 3 1/ py for all participating workers k € K; is obtained from (5.38):
ke,

2
2
(142 T o T ipj-l |+ |14 £ o T fo-Kl| £ £ ol & T Ck( ) fp/) -IKil X ipj
L kek; — je; L ke jeT; ! kek; L ek, \je; jedT,

2 Pk = 5 . (5.39)
kEIC]

Finally, we substitute (5.39) into (5.36) to obtain the optimal amount of t;‘ for all participating

workers i € K;:

2
2
—(1+2 Yo X lﬂj-|’<1|)+ (1+2 Yoo X le—/CI) _Ri, )y Ck(Rl )3 Ck( z fpj) =Kl X [Pj)
keKy !k j€J;

Riyéx, i Riyex, i &Ky \je
tf=Ly ip;+
i pi . J 20; ¢
Jed R keZ)Cl k
2
2
-[1+%F £ o Xtk |+ [|1+F Z o X Bo-IKIl| -5 X oal|lx X Ck( z ipj] -IKil ¥ tpj]| 12
C; ~ L ke jeT; LkeK) — je; ! ke, Lkek; ~\jeT; j€T;
- > tpj+ 7
Rip; |ien X,
(5.40)
O

5.8.7 Proof of Theorem 5.8

To prove Theorem 5.8, we make the following two claims.

Claim 5.1. Suppose A;, p;, and c; values are constant for all i € T, the proposed Stackelberg

game is Pareto efficient.

Proof. To prove the claim, we use the following key observations:

Z uj(tj;t—j»le):Rli_ Z Cjtj. (5.41)
jeQy jeQy
Ucs(R; £) = Aconstant Z log(l +1i). (5.42)
i€eZ

Consider a strategy profile (R, £) # (RSE, £5F). If Ucs(R; t) > Ucs(RSE; ¢5F), then 3i where

wi(ti; ¢, Ry,) < w; (55655, RPF). 1t can be shown that the previous statement is true since
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Y tj> ¥ 5F is a necessary condition for Ucs(R; ) > Ucs(RSE; ¢5F). From (5.41), we
jeQy JjeQy;
know that ) u;(t;;t-j, le) is inversely proportional to 3. c¢;¢;. This means that if
jeQy jeQy

Y t;i> Y tSFistrue, thenwehave Y ui(ti;t-;,R;) < Y u;(t5F;¢5E, RSE). Hence,
; 57 j . JARP D . JYYj i
jeQy JEQy, jeQy JEQy,
i (et . (+SE. +SE pSE
we conclude that 3i where u; (¢;;¢-;, R;,) < u,(ti ’t—i'RL ).
Similarly, it can be shown that if 3i where u; (¢;;¢_;,R;,) > ui(th; tf?,RfE) and
wi(ti; 64, Ry) = ui (155655, R9F), Vi € T, then Ucs(R; t) < Ucs(RSE; £5F). This is because if 3i
where u;(t;t-;, Ry;) > ui(th;tff,RfE) and u; (t;;t-4,Ry) = u,-(th; tff,RfE),Vi €7, then we

have ‘Z uj(tj;t-j,Ry) > .Z uj(tjsE;tf];j,RfE).Thisisonlypossibleif .Z cjtj < .Z cjth,
jeQy jeQy J jeQy jeQy

1

which means Y tj < > t]SE . Therefore, from (5.42), we conclude that
jeQy; jeQy;

Ucs(R; t) < Ucs(RSE; ¢5F),

Hence, the proof is complete.

Claim 5.2. The proposed Stackelberg game may not have a Pareto efficient Stackelberg equilib-
rium. In other words, suppose that (R, t) # (RSE, t5E) and Ucs(R; t) > UCS(RSE; t5E), we have

wilti b, Ry) 2 wi (055655, R, Vie L.

Proof. Consider the scenario where there are 2 regions /; and I3 with 2 workers each. Let
pi = 1,c; = 1 for the workers in the 2 regions. Let [y = I and I3 = I, A1 = 13,13 = A4, and

A1 < A3. Intuitively, given that the worker costs are the same but 1; < A3, then RflE < RZSSE )

Since Ucs(R; t) > Ucs(RSE; £5F), suppose we have R, > RISSE and R;, < RflE (recall that the total
rewards is bounded, so R;, must decrease if R;, increases). Let R;, = RZE +Aand Ry, = RISIE -A

where A > 0.

First, we obtain the closed-form expressions for ¢;. We substitute the p; and c; values into (5.7)

and obtain:
RE RE
SE i i .
Pr=——0N-=-)=—,Viel. 5.43
; 5 ( 2) 2 ( )
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Similarly, we substitute (5.43) into (5.3) to obtain

RSE RSE RSE
I li li
w55 R = — - — = — (5.44)

Suppose uy (;; £, Ry,) = uy (55 ¢%%, RPE), from (5.3), we have:

RiE -A RISLE
-n=—, 5.45
5 1 4 ( )

RflE —2A
Hh<————, 5.46
1 2 ( )
RISE —2A

t = IT -A, (5.47)

where A’ = 0.

Similarly, if us(t;; t_i, Ry,) = us(£%; tf’f,RfE), from (5.3), we have:

R} +A R}F
3= — 5.48
> 3 n ( )
RZE +2A
fi< —— 5.49
3 2 ( )
RfE +2A
3= — 1 -A, (5.50)

where A’ = 0.

Since we assume that Ucs(R; ) > UCS(RSE; t5E), for ui(ti; t-i, Ry) = ui(th; tff,RfE),Vi el
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to be true, the following equation must be true:

RISE —2A RfE +2A RISE RfE
2/1110g(1+1T—A’)+2/1310g(1+3T—A’)>2/1110g(1+ 41 ) +2A3log(1 + 43 ),
(5.51)
RfE —2A RfE +2A RfE RfE
/lllog(1+1T—A')+/1310g(1+ST—A')>)1110g(1+ 4‘ )+ A3log(1+ 43 ), (5.52)
4+R293E+2A—4A’ 4+RflE
Aszlo ) > A7 log( , (5.53)
3 g( 4+RyF 1708 4+R151E—2A—4A’)
4+R153E+2A—4A’ s 4+R2E A
( 4+RpF ) >(4+RiE—2A—4A’) ' 554

Next, we try to obtain an expression for A to be satisfied if u; (#;; -, R;) = u; (tl.SE; t“_gf, RfE),

forall i € Z. From (5.54),

4+R153E+2A—4A’ 4+R151E h
>( ) 3 (5.55)
4+R)F 4+R}F —2A-4N
1 SE 4+R151E 4 SE /
—_ A3 — A4 —
A>2 4+R) )(4+RfE—2A—4A/) s —4-RYP 4| (5.56)
1
O

Therefore, Claim 5.2 shows a scenario where the proposed Stackelberg incentive may not be

Pareto-efficient for the crowdsourcer.
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Chapter6

Summary and Future Work

In this thesis, we addressed three specific security and privacy topics related to wireless

networking and mobile crowd sensing:

Topic 1. How to effectively detect location spoofing attacks in TOA-based localization

systems?

Topic 2. How to effectively mitigate wireless traffic analysis attacks against a powerful global

observer?

Topic 3. How to effectively incentivize mobile smartphone user participation while preserv-

ing their location privacy?

The three topics were addressed in Chapters 2-5 where we explored a number of solutions
and compared them against current works to demonstrate the effectiveness of the proposed

solutions. A summary of contributions for my research work is listed as follows.

6.1 Summary

In Chapter 2, we studied the location spoofing detection problem in a wireless network where
the network sink receives some TOA delay measurements from a target node and uses a
detection test to check if the received measurements were spoofed. We proposed a new
audibility-based framework for detecting location spoofing attacks in TOA-based localization

systems. Next, we showed an example of how the conventional TOA-based detection methods
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may not be able to detect location spoofing attacks, especially during inaudible scenarios.
We then developed an detection test called Enhanced Location Spoofing Detection Using
Audibility (ELSA) to mitigate the audibility problem. The proposed ELSA uses an audibility-
aware GLRT to exploit the implicitly available audibility information and improve its detection
rate. In addition, we proved that the proposed ELSA has a better detection performance
compared to the conventional non-audibility-aware GLRT and evaluated the performance
improvements using both synthetic data and a real-world sensor dataset. ELSA accommodates
usage of low-cost 10T devices and lessens the need to deploy a dense network of anchors.
It is also compatible with existing infrastructure-based TOA ranging schemes and does not
require additional cryptographic operations or message exchanges between the anchors and

the target node.

In Chapter 3, we studied the privacy-preserving routing problem in a wireless network where a
Bayesian MAP adversary is able to observe all the transmission activities in the entire network.
We focus on hiding the source-destination identities of each communication where we con-
sider a global adversary that is able to observe node transmissions from the entire network. We
designed a statistical decision-making framework to optimally solve the privacy-preserving
routing problem in wireless networks given some utility constraints. We then designed the Op-
timal Privacy Enhancing Routing Algorithm (OPERA), which uses linear programs to compute
the optimal routing path distribution that minimizes the adversary’s detection probability
under the lossy and lossless adversarial observation models. We showed via simulations that
our approach is significantly better than the Uniform and Greedy heuristics, the baseline
sink simulation and backbone flooding schemes, and the mutual information minimization
scheme. Under the lossless observations adversary model, the formulated linear program
can be decomposed into smaller subproblems for each source node to solve in a distributed
fashion. This allows the optimal solution to be computed in a distributed manner or in parallel

for efficiency.

In Chapter 4, we studied the routing with privacy guarantees problem in a wireless network

where a Bayesian MAP adversary is able to observe all the transmission activities in the entire
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network. To provide strict privacy guarantees for the communicating source-destination
pair, we introduced the (k,€)-anonymity property and designed a statistical decision-making
framework that considers the full and partial information adversaries. We then formulated a
mixed-integer linear programing problem to select the minimum-cost (k, €)-anonymous paths.
Next, we compared our solution against the baseline OPERA scheme that minimizes the aver-
age detection probability of the adversary. Our simulation results showed that the proposed
scheme provides significantly larger anonymity set sizes, while achieving comparable average
detection probability. We also studied how the adversary’s prior beliefs affect its detection
probability and Bayes risk, and showed that an adversary with only partial information will

always use a uniform prior to minimize its Bayes risk.

In Chapter 5, we studied the privacy-aware incentive problem for mobile crowd sensing
applications and proposed a privacy-aware Stackelberg incentive model that improves the
spatial coverage of the collected dataset. Our proposed incentive model is privacy-aware,
in that it allows privacy-sensitive mobile smartphone users to submit coarse-grained (or
quantized) location information, which could still be useful to the crowdsourcer. We studied
the properties of the proposed incentive model analytically and presented efficient algorithmic
solutions. We also proved the incentive-compatibility property of our proposed incentive
model and extended the basic model to accommodate bounds on the users’ data contributions.
In addition, we studied the sufficient conditions for achieving Pareto efficiency. Our proposed
incentive model does not require a trusted third party for privacy and can protect users
against a crowdsourcer who cannot be trusted to anonymize the smartphone users’ location
information. We showed via simulations that our proposed incentive model is superior than

two other coverage-maximizing incentive schemes that maximize a different coverage metric.

Finally, we list the possible future work of the topics explored.

165



Chapter 6. Summary and Future Work

6.2 Future Work

There are still many interesting research questions that remained unanswered in the thesis.

We now discuss the possible research directions.

In Chapter 2, we studied the location spoofing detection problem in a wireless network where
the network uses a detection test to check for spoofed TOA delay measurements. Our proposed
ELSA detection test does not specifically considers non-line-of-sight (NLOS) conditions or an
adversarial target node that uses directional antennas. A possible future research direction will
be to extend our general TOA and RSS-based statistical models to include deployment-specific
conditions for the TOA or RSS measurements. This can help improve the existing detection
performance, although the amount of improvement may be incremental. For example, a more
complex TOA model [142] may be used to model NLOS conditions in the TOA values and
a more complex RSS model may be used to model the Rician [14] or Rayleigh [143] fading
conditions in the RSS values. It would also be interesting to design a detection test that
accounts for an adversarial target node that is able to manipulate the RSS measurements
using directional antennas in contrast to the assumed omnidirectional antennas in our system

model.

In Chapter 3, we studied the privacy-preserving routing problem in a wireless network where a
powerful Bayesian MAP adversary is able to observe all the transmission activities in the entire
network. We focus on protecting the source-destination identities of each communication in a
static wireless network. For future work, it would be interesting to study the privacy-utility
trade-off problem for mobile networks. To extend our proposed OPERA for mobility scenarios,
a source routing protocol similar to the well-studied dynamic source routing (DSR) routing
protocol, e.g., [144,145] may be used when the nodes’ mobility are limited and the mobility
patterns are known. The expected amount of transmission overhead may be computed when
the mobility patterns are known, but the computational complexity of the optimal solution
can be very costly when there is high mobility among the nodes. Also, the use of a dynamic

source routing-based protocol introduces a large communication overhead as the protocol
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needs to map the routing information to all other nodes via a route discovery phase, which is

basically flooding-based although it uses heuristics to avoid sending duplicate packets.

In Chapter 4, we studied the routing with privacy guarantees problem in a wireless network
where a Bayesian MAP adversary is able to perfectly observe all the transmission activities in
the entire network. We introduced the (k, €)-anonymity property for strict privacy guarantees
and formulated a mixed-integer linear program to compute the minimum-cost path distribu-
tion that achieves the (k,€)-anonymity property. However, it may not be practical to solve the
formulated mixed-integer linear programs for large scale networks consisting of thousands of
nodes. Hence, it would be interesting to study distributed solutions for our (k, €)-anonymous
routing problem. The challenge in designing a distributed solution is to allow sequential
computation of the optimal solution without requiring knowledge of the entire network graph
at each step. It would be ideal if a dynamic programming formulation [146] can be formulated

to compute the optimal path distribution.

In Chapter 5, we studied the privacy-aware incentive problem for mobile crowd sensing
applications and proposed a privacy-aware Stackelberg incentive model that improves the
spatial coverage of the collected dataset. As our proposed Stackelberg model considers a static
game setting, it would be interesting to extend our Stackelberg model for dynamic games
played over a period of time where the smartphone users are allowed to move between regions.
A new definition of privacy would be needed to account for user mobility as the currently
used cloaking region method may not be enough for spatial-temporal settings. While our
Stackelberg equilibrium is stable in the studied static game model played by the crowdsourcer
and the mobile smartphone users in one time period, a different notation of equilibrium needs
to be considered for the dynamic setting. Also, the existing incentive-compatibility property

may not hold for the mobility model.
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